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Executive Summary

This specification defines an architecture and retrieval protocol for Trust Assertions. A
Trust Assartion consigts of a statement bound to a unique identifier that is
cryptographically authenticated. Trust Assertions may be used to establish and manage
long term trust relations between principds.

As examples the digtribution of authorization data and the management of trust roots are
considered.

1 Introduction

This document describes mechanisms that support management of long-term trust
relationships between parties and binding of additiona attributes to a public key.

This specification isintended to complement other XML security standards and
proposals, in particular XML Signature [XML-SIG], XML Encryption [XML-ENC] and
XML Key Management [XKMS].

1.1 Introduction to this Document

The trust assertion architecture is designed to be extensible to support management of
any form trust assertion. In particular assertions need not be bound to a public key
infrastructure. A Trust Assertion may be bound directly to a document that represents or
facilitates afinancid transaction, for example bonds, equities and bills of lading.

XTASS provides a generic framework for specifying information relevant to any form of
trust assertion:

Theidentifier of the Issuer.

Thetime ingant of issue.

Reissue location and scheduling.

Assertions may be addressed to a specific audience.

Relying parties may be required to verify the status of an assertion before each
use.

Another example use extendsthe Key Bi ndi ng dement defined in XKMSto dlow
additiond attributes to be bound to a public key. These attributes permit:

Smultaneous distribution of both authentication data and authorization data
bound to a cryptographic key.

Limited delegation to support separate management of online and offline trust
roots.
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One example use of XTASS is to enable management of Trust Roots that may be
embedded in client devices, in particular trust roots that are used to establish trust
between aclient and a Trust Service.

XTASS provides agenerd mechanism for reporting assertion satus. All assertions carry
aunique identifier specified by means of a URI. Meta- Assertions may be issued that
make specific clams about the status of a Single assertion or agroup of assertions.

1.2 Structure of this document
The remainder of this document describes the Trust Assartion Service Specification.

Section 2: Architecture
The Trust Assartion Architecture are described

Section 3: Message Set.
The semantics of the protocol messagesis defined.

2 Architecture
A Trust Assertion isan XML eement that contains a unique URI identifier and makesa

Satement concerning:

A sgned document
Authorization

Other trust assertions
(optiondly) A public key

A Trust Assartion is authenticated. A Trust Assertion that is authenticated by means of an
XML Signature may be archived in arepository, providing evidence to support non
repudiation.

The specification is divided into two tiers:

Tier 1 Direct Assertions
Bind extended attributes to a public key.

Tier 2 Meta-Assertions
Contain a statement concerning the validity of another statement

Clients may implement only specification level that meetstheir needs.

The XML dementsthat a Trust Assertion may contain are divided into five categories as
follows.
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Basic Information.
Each assertion MUST specify a unique identifier that serves as a name for the
assartion. In addition an assertion MAY specify the date and time of issue and the
timeinterva for which the assertion isvdid.

Assertion Conditions.
The assertion stlatus MAY be subject to conditions. The status of the assertion
might be dependent on additiona information from a validation service. The
assertion may be dependent on other assertions being valid. The assertion may
only bevdid if the rdying party isamember of a particular audience.

Claims.
The claims made by the assertion. This document describes the use of assertions
to make clams for Authorization and Key Delegation gpplications.

Reissue.
In cases where avadidity interva is specified information MAY be provided to
alow areplacement assertion to be obtained.

Evidence.
Assartions MAY specify the evidence used to make an assertion. For example an
assertion might include the Certificate and Certificate Revocation List used to
determine the vdidity of a Public Key binding sated in the dam.

Dividing the dements that Trust Assertions may contain ensures that gpplications behave
correctly when processing e ements that are not implemented:

Basgic Information.

All applications MUST be capable of correctly processing al basic information
elements.

Conditions.
If an gpplication is not able to process an assertion condition the application
MUST assgnthe datus| ndet er mi nat e to that eement.

Claims.

All dams are asserted jointly and severdly. If an assertion makes more than one
clam additiond dams MAY beignored.

Reissue.
Reissue dements MAY be ignored.

Evidence.
Evidence MAY dways be ignored.
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2.1 Basic Information

Four basc information € ements are defined; a unique identifier, the issuer, the time
ingant of issue, the vdidity interval and the assertion Satus.

2.1.1 Unique Identifier

Each assertion contains exactly one unique identifier. All identifiers are encoded as a
Uniform Resource Identifier (URI) and are specified in full (use of rddive identifiersis

not permitted).

The URI isused as aname for the assertion and not as alocator. It is only necessary to
ensure that no two assertions share the same identifier. Provision of a service to resolve
an identifier into an assartion is not a requirement.

Therulesfor lexicd comparison and equivaence of URIs are specified in Appendix A .
2.1.2 Issuer

The name of the issuer of the assertion.

2.1.3 Issue Date

The date and time at which the assertion was issued.

2.1.4 Validity Interval

The vdidity interval MAY specify the earliest ingtant a which the dlams are asserted
and/or the earliest ingtant a which the assertion claims are no longer asserted.

2.1.5 Assertion Status

The status of an assartion may be Vdid, Invaid or Indeterminate. If the statusis not
explictly specified it is asserted to be Vdlid.

2.2 Conditions

Assertion Conditions are contained inthe<Condi t i ons> dement. Applicationsusing
the framework MAY define additiona eements. If an gpplication encounters an eement
contained withina<Condi t i ons> eemert that is not understood the status of the
Condition MUST be considered Indeterminate.

2.2.1 Online Verification

In certain circumstances it is desrable to make a claim thet is conditiona on obtaining
online verificaion & the time of use.
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In many business gpplications where layered services (e.g. insurance) are tied to an
assertion it is not the information itself thet is acted on but the acceptance of
responghility. In other gpplications the status of an assartion might be exceptiondly
volatile requiring verification each time it is used. Use of atemplate assertion means that
the statement is bound to a single assertion id rather than one for each query response.

For example the following assertion pecifiesthat its status MUST be verified by
reference to the specified service to be considered trustworthy:
<KeyAssertion>
<Assertionl D>urn:taxi:assert.verisign.test/2000-10-
11/ x4</ Asserti onl D>
<St at us>l ndet er m nat e</ St at us>
<Condi ti ons>
<Verify>
<string>http://reissuel.verisign.test/2000-10-11/x4</string>
</ Verify>
<Condi ti ons>
<.z.£.0>
</ KeyAssertion>

The actud gatus of the assertion is determined by means of the Tier4 status declaration
sarvice.
2.2.2 Audience Restriction

TASS assartions MAY be addressed to a specific audience. Although aparty that is
outside the audience specified is capable of drawing conclusions from an assertion, the
issuer explicitly makes no representation as to accuracy or trustworthiness to such a

party.

Require users of an assertion to agree to specific terms (rule book, ligbility caps,
relying party agreement)

Prevent clients inadvertently relying on datathat does not provide a sufficient
warranty for a particular purpose

Enable sdle of per-transaction insurance services.

An audienceisidentified by a URI that identifies to a document that describes the terms
and conditions of audience membership.

Each client is configured with a set of URIs that identify the audiences thet the dlient isa
member of, for example:

http://cp.verisign.test/cps-2000
Client accepts the VeriSign Certification Practices Statement

http://rul e. bi zexchange. test/bi zexchange_r uebook
Client accepts the provisons of the bizexchange rule book.
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An assartion MAY specify aset of audiences to which the assertion is addressed. If the
st of audiencesis the empty set there is no restriction and al audiences are addressed.
Otherwise the client is not entitled to rely on the assertion unlessit is addressed to one or
more of the audiences that the client is a member of. For example:

http://cp.verisign.test/cps-2000/partl
Assartion is addressed to clients that accept the provisions of a specific part of the
VeriSign CPS.

In this case the client accepts a superset of the audiences to which the assertion is
addressed and may rely on the assartion.

2.3 Claim: Authorization

Access control requires means to both authenticate a party and determine the actions that
the party is authorized to perform. In an enterprise environment it is convenient to
centraize adminigration of authorization data. An individua who requires access to one
finance application islikely to require access to others. If authorization to access one
resource is terminated it is likely that access to other resources should be revised (or a
least reviewed) aswell.

Although authentication data and authorization data are typically managed separatdly;, it
is convenient to combine delivery of authorization datawith delivery of authentication
data

In the TASS architecture authorization data is bound to a cryptographic key by means of
aURI that corresponds to a set of resources for which accessis granted.

The correspondence between a URI and a set of resources are established by agreement
between the Assertion Service and the client. In the case that the resource is accessed by
aURL it isnot necessary that there be adirect or systematic relationship between the
URL corresponding to the resource and the URI corresponding to the authorization to
access the resource.

Example: Authorizing Web Site Access

An enterprise maintains multiple web services, access to which is authenticated by means
of aPKI based authentication protocol (e.g. SSL or equivalent). Authorization data for al
the services is maintained in asingle database (in alarger enterprise multiple databases
might be separately administered).

When Alice attempts to access the Payroll Service, the Payroll Service queriesthe
Assertion Service to verify the vaidity of Alice' s authentication data (her public key) and
whether she has authorization (Figure 1).
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Figure 1: Assertion Service Distributing Authentication and Authorization Data

(1] Alice requests access to the quotes pages of the Payroll Service, the request is
authenticated with public key K.

The URL of the quotespagesisht t p: / / www. i nf 0. t est/ quot es

2] The Payroll Service asks the assertion service whether a request authenticated
with public key K is authorized to access the resource
urn: nanes. i nfo.test/2000-09-20/rol es/ Pay/1

© The Payroll Service responds with a set of resources that public key K is
authorized to access. The response is congdructed using information from a
localy maintained authorization database and a remote Public Key
Infrastructure.

(4] The request is authorized and the Payroll Service returns the quote data
requested.

The Request made by the Payroll Serviceis

<Assert Key>
<KeyAssertion>
<Assertionl D>urn:taxi:assert.verisign.test/2000-10-
11/ x2</ Asserti onl D>
<St at us>| ndet er ni nat e</ St at us>
<Keyl nf 0>
<KeyVal ue>
<RSAKeyVal ue>
<Mbdul us>998/ T2PUN8HQ nhf 9YI KdVHHGW HkJwA56UDOaloY
g7Ef dxSXAi dr uAszNgBoOgf ar JI sf cVKLob1hGnQ' | 6xw
</ Modul us>
<Exponent >AQAB</ Exponent >

1C
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</ RSAKeyVal ue>

</ KeyVal ue>
<KeyNanme>mai | t 0: Al i ce@r ypt ogr apher . t est </ KeyName>

</ Keyl nf o>

<Resour ces>
<string>urn:nanes.info.test/2000-09-20/rol es/ Pay/ 1</ string>

</ Resour ces>

</ KeyAssertion>
</ Assert Key>

The Response from the Assartion Serviceis.

<Assert KeyResul t >
<KeyAssertion>
<Assertionl D>urn:taxi:assert.verisign.test/2000-10-
11/ x2</ Asserti onl D>
<St at us>| ndet er m nat e</ St at us>
<Keyl nf 0>
<KeyVal ue>
<RSAKeyVal ue>
<Modul us>998/ T2PUN8HQ nhf 9YI KdMHHGW7 Hk JwA56UDOaloY
g7Ef dxSXAi dr uAszNgBoOgf ar JI sf cVKLob1hGnQ/ | 6xw
</ Modul us>
<Exponent >AQAB</ Exponent >
</ RSAKeyVal ue>
</ KeyVal ue>
<KeyNanme>mai | t o: Al i ce@r ypt ogr apher . t est </ KeyName>
</ Keyl nf o>
<Resour ces>
<string>urn:nanes.info.test/2000-09-20/rol es/ ceo</string>
<string>urn:nanes.info.test/2000-09-20/rol es/ Pay</string>
</ Resour ces>
</ KeyAssertion>
</ Assert KeyResul t >

2.4  Claim: Key Delegation

TASS supports alimited delegation mechanism to support onling/offline key
management. Delegation is*dl or nothing’, thet is the key to which authority is delegated
isdirectly equivaent to the signing key for the period of the assertion. Constrained
delegation where the delegated key has Sgning authority within alimited name space,
corresponding to mutual key recognition agreements between peers (i.e. cross
certification) isNOT SUPPORTED.

If aKeyAssartion eement contains one or more Del egat i on dementsthe assertion
datesthat the public key identified by the Key | nf o statement (the Delegate key) is
directly equivdent to public key used to dgnthe Key Asser t i on.

A Déegation Assartion MUST be sgned with a Digitd Signature. The Key | nf o
element contained withinthe Key Asser t i on must specify theKey Val ue of the key
to which sgning authority is delegated.

A Ddegation Assertion MAY limit the authority delegated to the delegate key as follows

11
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The authority to authorize further delegations MAY  be restricted by means of the
ChainLength parameter. A deegate key MUST NOT sign delegation assertions
that have a chain length greater to or equd to the chain length specified. If the
chain length is O or less the delegate key MUST NOT sign delegation assertions.

Example: Root Key Management

A device contains an embedded trust root that is used to authenticate exchanges with a
Tier 2 Trugt Service. The risk of compromise of the embedded root is minimized by
means of atwo stage Delegation scheme as follows.

Offline Root: The private key corresponding to the embedded public key is
maintained ‘ offling - in secure hardware that is kept in a secure vault under
stringent security precautions. The embedded root is never activated in an online
system connected to a network of any kind. The offline root is only used to
authenticate Delegation Assertions for online roots.

Online Root: The private key corresponding to the online root isaso maintained in
secure hardware. The online root is used to authenticate protocol exchanges with
the Tier 2 Trust Service.

The Key Assartion authenticating the Offline Root is as follows:

<KeyAssertion>
<Assertionl D>urn:taxi:assert.verisign.test/2000-10-
11/ x5</ Asserti onl D>
<St at us>Val i d</ St at us>
<KeyBi ndi ng>
<Keyl nf 0>
<KeyVal ue>
<RSAKeyVal ue>
<Mbdul us>998/ T2PUNBHQ nhf 9YI Kd MHHGW Hk JwA56UDOaloY
q7Ef dxSXAi dr uAszNgBoOgf ar J1 sf cVKLob1hGnQ | 6xw
</ Modul us>
<Exponent >AQAB</ Exponent >
</ RSAKeyVal ue>
</ KeyVal ue>
<KeyNane>nmai | t 0: Al i ce@r ypt ographer.test </ KeyNane>
</ Keyl nf 0>
</ KeyBi ndi ng>
<Del egat e>
<Chai nLengt h>1</ Chai nLengt h>
</ Del egat e>
</ KeyAssertion>

Note that the Offline Root does not specify aVal i di t yl nt er val . Although thereisa
risk that the Offline Root might be compromised there is no means of mitigating the
consequences of the compromise or otherwise recovering from them except by out of

band means.

The Key Assertion authenticating the Online Root is asfollows:
<KeyAssertion>

12
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<Assertionl D>urn:taxi:assert.verisign.test/2000-10-
11/ x5</ Asserti onl D>
<St at us>Val i d</ St at us>
<KeyBi ndi ng>
<Keyl nf o>
<KeyVal ue>
<RSAKeyVal ue>
<Modul us>998/ T2PUNBHQ nhf 9YI KdMHHGM7 Hk JwA56UDOaloY
g7Ef dxSXAi dr uAszNgBoOgf ar JI sf cVKLob1hGnQ' | 6xw
</ Modul us>
<Exponent >AQAB</ Exponent >
</ RSAKeyVal ue>
</ KeyVal ue>
<KeyNane>nmai | t 0: Al i ce@r ypt ographer.test </ KeyNane>
</ Keyl nf o>
</ KeyBi ndi ng>
<Del egat e>
<Chai nLengt h>0</ Chai nLengt h>
</ Del egat e>
</ KeyAssertion>

25 Claim: Assertion Status

Thefourth tier of the XKMSX-TASS architecture defines assertions that make assertions
about assertions. Such Meta- Assertions provide equivaent functiondity to the Certificate
Revocation List and Online Certificate Status Protocols of PKIX.

TASS supports two types of status query:
Querying the status of a stlatement made by an assertion
Querying the gatus of the assertion itself

The digtinction between the two types of query is not dways material.

When ligbility insurance or other layered services are bound to an assartion there is
however a consderable difference between repesating the question and asking if a
previous answer is dill vdid.

A second application of meta-assartions is digtribution of assartion satus information
between digtribution points. Figure 1 above shows an architecture in which Trugt services
acting aslocd trust didtribution points communicate with a Registration Service viathe
Tier 4 protocol but support only tier 1 & 2 queriesfrom end users.
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Figure 2: Distribution of Trust Data Between Distribution Points

A third gpplication of meta-assertionsis to dert systemsthat have previoudy obtained an
assartion of achange in the atus of an assertion they might otherwise continue to rely
on.

TheDecl ar e Assartionis used to specify the status of a set of TASS assertions. The

Declare assertion is designed to permit the status of individua assertions or collections of
assartions to be specified.

The Declare assertion is designed to support both dynamic and static signing of
responses. Dynamic responses are signed in response to specific requests. Static
responses are sSigned in advance of any request and MAY anticipate multiple requests.

<Decl areAsserti on>
<Assertionl D>urn:taxi:status.verisign.test/2000-11-
1/ 20481292</ Assertionl D>
<Decl ar e>
<St at us>Val i d</ St at us>
<Fi rst>urn:taxi:assert.verisign.test/2000-10-09/</First>
<Last >urn:taxi:assert.verisign.test/2000-10-16/</Last >
<Ter m nal >Fal se</ Ter m nal >
</ Decl ar e>
<Decl ar e>
<St at us>l nval i d</ St at us>
<First>urn:taxi:assert.verisign.test/2000-10-11/x3</First>
<Last>urn:taxi:assert.verisign.test/2000-10-11/x3</Last>
<Ter m nal >True</ Ter m nal >
</ Decl ar e>
</ Decl ar eAsserti on>

14
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2.6  Other Claims

X-TASSis concelved as agenerd trust assartion framework. The basic building blocks
provided by the X-TASS framework may be applied in avariety of e-commerce
goplications, for example:

2.6.1 Invoices and Receipts,
An assartion pecifying that a particular amount is due or was paid on a particular date.

A standard format for presentation of invoices would permit many aspects of bills
payable processing to be automated. This would alow invoice assertions tranamitted via
email to be automaticaly routed to accounts processing software (e.g SAP, Quicken
Microsoft Money), alowing ‘single click’ authorization by the payee. A standard format
for receipts would permit automated reconciliation of accounts.

The assartion claims would require specification of the parties (names, account details,
etc. etc.), the sum involved (currency, payment terms, due date, €etc. etc.), description of
the goods concerned (invoice number) and information to permit payment to be effected.

2.6.2 Financial Instrument

In generd any financid instrument may be reduced to an assartion that may be
represented in the X-TASS architecture. Transfer of the instrument to another party may
be achieved through use of Tier 4 status assertions, the status of the old ownership
assertionisreported as1 nval i d and anew ownership assertion issued.

2.6.3 Bill of Lading

A hill of lading is a negotiable document that carriestitle to acargo carried in trangt. A
shipper has fully discharged its duty when the cargo is transferred to the first person that
presents avdid bill of lading & the port. In many cases acargo is sold whilein trangt.

Billsof Lading are physica documents and the bearer of the document hastitle to the
cargo. Replacement of the paper bill of lading with an dectronic document offersa
sgnificant reduction in processing costs since there is no need to transport the bill of
lading by courier in advance of the cargo. In addition replacement of paper title with
eectronic form facilitates sdle and resdle of the cargo in trangit.

2.6.4 Letter of Credit

A letter of credit isafinancid instrument that specifies that a certain sum shal be
transferred to a beneficiary on the presentation of specific documentary evidence. The
letter of credit isaunique form of finandia insrument since the issuer is explicitly
required to transfer the sum once the requirements are met regardless of the
circumstances. The letter of credit isthus a particularly attractive mode for e-commerce
since the issuer isrequired to act in the manner of amachine.

18
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2.6.5 Peerto Peer Trust

The key delegation mechanism specified in the X-TASS coreis by desgn minimd. The
only delegates dl the rights of the master key to the child with the sole redtrictions
supported being on further delegation.

The X-TASS framework could be used to specify afull feature peer-to- peer delegation
mechanism in which each peer pecifies precisdy the functions for which apeer is
recognized to act. Such amechanism would inevitably be consderably more complex
than the smple mechanism specified in this document.

2.7 Assertion Reissue

Assartions MAY specify avdidity interva. Such an assartion MAY typicaly be reissued
before it expires. TASS provides a mechanism whereby clients are informed of the
location(s) from which the reissued assertion SHOULD be availableif it isreissued and
the earliest and latest times at which the assertion SHOULD be obtained.

For example the following assertion will be reissued from two locations on 11"
September 2001 and will be available for a week:

<KeyAssertion>
<Assertionl D>urn:taxi:assert.verisign.test/2000-10-
11/ x2</ Asserti onl D>
<Rei ssue>
<Earli est>2001-9-11</Earl i est>
<Lat est >2001- 9- 18</ Lat est >
<Locat i on>
<string>http://reissuel.verisign.test/2000-10-11/x2<string>
<string>http://reissue2.verisign.test/2000-10-11/x2<string>
</ Locati on>
</ Rei ssue>
<.z7.<.U>
</ KeyAssertion>

Clients SHOULD attempt to avoid overloading reissue servers by scheduling the
download of the reissued assertion for the earliet moment it isavailable. ThisMAY be
achieved by scheduling the download at a randomly chosen ingtant between the earliest
and latest time ingtant specified.

2.8 Evidence

Evidence for an assertion MAY be provided contained inthe<Evi dence> demen.
Applications usng the framework MAY define evidence dements. If an gpplication
encounters an dement contained within a<Evi dence> dement that is not understood it
MUST be ignored.

1€
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3 Message Set

All protocol exchanges are aremote procedure cal that consists of a single request
message sent by the client to the service followed by a single response message sent by
the service to the client.

The presentation of the message set within the protocol is omitted from this document.
We anticipate the use of object exchange layer such asthe SOAP/WDSL layer used in
XKMS or the XML Protocol specification in progress at the World Wide Web
Consortium.

3.1 Framework Elements
The following data dements are used in the message st
3.1.1 AssertionlD

TheAsserti onl Ddement defines aunique identifier for the assertion.

<el enent name=“Assertionl D’ type="string"/>

3.1.2 | ssuer

Thel ssuer dement specifies the issuer of the assertion by meansof aURI. It is
defined by the following XML schema:

<el enent nane="1ssue" type="string"/>

3.1.3 DateTi ne

Thetimeingtant of issue. The dement is defined by the following XML schema

<el enent nane="1|ssue" type="tinmelnstant"/>

3.14 Validitylnterval

TheVal i di tyl nt er val dructure specifieslimits on the validity of the assertion.

<conpl exType name="Validitylnterval ">
<seguence>
<el enment nane="Not Bef ore" type="tinelnstant"/>
<el ement nanme="Not After" type="tinelnstant"/>
</ sequence>
</ conpl exType>

Member Type Description

Not Bef ore Dat eTi me Timeingant a which the vdidity interva
begins
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Not After DateTi ne Timeindant a which the vdidity interva
has ended

TheDat eTi me ingant MUST fully specify the date.

TheNot Bef or e and Not Af t er dementsare optiond. If the valueis either omitted or
equa to the start of the epoch it is unspecified. If the Not Bef or e dement is unspecified
the assartion is vdid from the start of the epoch until the Not Af t er dement. If the

Not Af t er dement is unspecified the assertion is vdid from the Not Bef or e dement
with no expiry. If neither dement is gpecified the assartion isvalid & any time.

In accordance with the XML Schemas Specification, adl time instances are interpreted in
Universa Coordinated Time unless they explicitly indicate a time zonelmplementations
MUST NOT generate time instances that specify legp seconds.

For purposes of comparison, thetimeinterval Not Bef or e to Not Af t er beginsat the
earliest time instant competible with the specification of Not Bef or e and has ended at
the earliest time instant compatible with the specification of Not Af t er

For exampleif thetimeinterva specifiedisdayT12: 03: 02 todayT12: 05: 12 the
times12: 03: 02. 00 and12: 05: 11. 9999 aewithinthetimeintervd. Thetime
12: 05:12. 0000 isoutddethetimeintervd.

3.15 Conditions

The Conditions dement specifies redtrictions on the vdidity of the assartion and is
defined by the following XML schema

<el enent nane="Conditi ons">
<conpl exType>
<seguence>
<el ement nanme="Audi ences" >
<conpl exType >
<seguence>
<el enent nanme="string" type=“string"
m nOccur s="0" maxCOccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
<el enent nanme="Verify" >
<conpl exType >
<seguence>
<el ement nanme="string" type=“string"
m nOccur s="0" maxCOccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>
</ el enent >
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Where the sub-dements have the following meaning

| dentifier Type Description

Audi ences URI [] Specifies the sat of audiences to which the
assertion is addressed.

Verify URI [] If non empty the assartion is atemplate assertion
and the vdidity of the assertion MUST be
specified as Invdid. The st of URIs specifies
locations from which the actud status of the
assertion isavailable.

3.1.6 Evi dence

TheEvi dence dement permits evidence supporting the assertion claims to be cited,
ether directly (through incorporating the clams) or indirectly (by reference to the
supporting assertions. Currently no evidence eements are defined.

<el ement nanme="Evi dence" >
<conpl exType>
<sequence>

</ sequence>
</ conpl exType>
</ el ement >

3.2 KeyAssertion

3.2.1 Del egation

TheDel egat i on dement specifiesthat the public key specified in the binding . The
element is defined by the following XML schema

<el ement nane="Del egat e" >
<conpl exType>
<seguence>
<el enment nanme="Chai nLengt h" type="Integer"/>
</ sequence>
</ conpl exType>
</ el ement >

Where the sub-dements have the following meaning

| dentifier Type Description

Chai nLength I nteger Maximum number of delegations from the
assartion. If O further delegation is not permitted.

The ddegation mechaniam is discussed in detall in section 2.3 above.
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3.2.2 Authorization

The Authorization dement specifies rights identifiers (encoded as URIS) for aparticular
Key Binding.

<el ement nane="Aut hori zati on">
<conpl exType>
<sequence>
<el enent name="string" type=“string"
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >

Where the sub-dements have the following meaning

| dentifier Type Description

Chai nLength I nteger Maximum number of delegations from the
assartion. If O further delegation is not permitted.

The delegation mechanism is discussed in detall in section 2.3 above.

3.2.3 KeyAssertion

The KeyAssartion dement is an extended form of the XKMS Key Bi ndi ng dement. In
addition to the dlements defined by the XKMS specificationaKeyAsser t i on MUST
carry an assertion identifier that MUST satisfy the uniqueness property. Delegeations,
Resources and Conditions dement MAY  be specified. The interpretation of these
elementsis described in Section 2 above.

<el enent nanme="KeyAssertion">
<conpl exType>
<seguence>

<l-- Basic Information -->
<el ement nane="“Assertionl D’ type="s0: This"/>
<el enent nane="I|ssuer" type="string"/>
<el ement nanme="DateTi me" type="tinelnstant"/>
<el enent nanme="Validitylnterval" type="sl:Validitylnterval"/>
<el enment nane="Status" type="sl: Status"/>

<l-- Conditions -->
<el ement nanme="Conditi ons" type="s0: Conditions"/>

<l-- Cdains -->
<el enent nane="KeyBi ndi ng" type="sl: KeyBi ndi ng" >
<el enent nanme="Aut hori ze" type="s0: Aut hori ze"
m nOccur s="0" maxCOccur s="unbounded"/ >
<el enent nane="Del egate" type="s0: Del egat e"
m nOccur s="0" maxCOccur s="unbounded"/ >

<l-- Reissue -->
<el ement nanme="Rei ssue" type="s0: Rei ssue"/>
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<!-- Evidence -->
<el ement name="Evi dence"/ >
</ sequence>
</ conpl exType>
</ el ement >

3.3 Decl ar eAsserti on

TheDecl ar eAsser ti on pemitsaTrust service to communicate changesin the status
of aprevioudy issued assertion. The primary gpplication of the Tier 4 protocol isto
support communication of trust between a network of servers providing trust services.

Unlike the Servicesfor tiers 1 through 3 the Tier 4 service is desgned to permit the
service to respond using static data that has been previoudy signed with adigita
sgnature.

The response to a Declaration request MAY contain more than one declaration, each of
which MAY specify the status of more than one assartion. To establish the validity of a
particular assertion the client searches the set of declarations to find a match.

3.3.1 Declare
TheDecl ar e dement assarts the validity of an assertion identified by a URI asfollows:

A Decl ar e dructure matches aURI if and only if the URI is greater or equd to
the attribute First and less than or equa to the vaue Last.

A Decl ar e dructureisterminal if the vaue of the Termind attribute is true.

The validity asserted by aDecl ar e sructureisVal i d if thevadue of the
Val i d atributeisTr ue and | nval i d otherwise.

<si npl eType nane="Bool " base="string">
<enuner ati on val ue="True"/>
<enuner ati on val ue="Fal se"/ >

</ si npl eType>

<el enent nane="Decl are" >
<conpl exType>
<sequence>
<el ement name="Status" type="s0: Status"/>
<el ement name="First" type="String"/>
<el enent nanme="Last" type="String"/>
<el enment name="Term nal" type="s0: Bool "/ >
</ sequence>
</ conpl exType>
</ el ement >

3.3.2 Decl areAssertion

TheDecl ar eAsser t i on dructure specifies the common assertion eements and an
aray of Decl ar e dructures.
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The order in which dements are entered in the array of Declare Structures is significant:

The vdidity of the assertion is determined by the attribute val i d of the matching
termind declare dement that meets those criteria that has the lowest index value,

if present.

Otherwise the validity of the assartion is determined by the atributeval i d of
the matching declare e ement that has the highest index vaue, if present.

Otherwise the vaidity of the assartionisUndef i ned.

<el ement nanme="Decl ar eAssertion">

<conpl exType>

<sequence>
<l-- Basic Information -->
<el ement nane=“Assertionl D’ type="s0: This"/>
<el ement nanme="Ilssuer" type="string"/>
<el ement nanme="DateTi me" type="tinmelnstant"/>
<el enent nanme="Validitylnterval" type="sl:Validitylnterval"/>
<el ement nanme="Status" type="sl: Status"/>
<l-- Conditions -->
<el enent nane="Conditi ons" type="s0: Conditions"/>
<l-- Cdains -->
<el ement name="" type="s0: Decl are"
m nOccur s="0" maxOccur s="unbounded"/ >/ >
<I-- Reissue -->
<el ement nanme="Rei ssue" type="s0: Rei ssue"/>
<l-- Evidence -->
<el enent nane="Evi dence"/ >

</ sequence>
</ conpl exType>
</ el ement >
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Appendix A Assertion Naming Infrastructure

The Trust Assartion Architecture makes extensve use of URIs to identify assertions,
resources and audiences. Although the concepts of hierarchy, ownership and equdity are
implicit in the URI gructure and are widdly used, a single authoritetive definition of these
concepts with respect to URIsis not currently available.
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The use of a URI as an object identifier is a superset from the use of a URI as an object
locator. The Trust Assertion Infrastructure introduces objects such as audiences and
authorization roles that carry distinct semantics even though there is no means of locating
or even resolving them.

4.1 Lexical Comparison

The comparison functions used in the Trust Assertion Infrastructure are srictly lexica
and are applied without reference to the semantics of the underlying URI name space.
The rulesfor lexical comparison of URIs described here differ in some respects to the
rules for semantic equivaence of URIs specified in RFC 2396 [RFC2396].

Use of lexicd comparison functions ensures that the comparison functions are defined
even though the gpplication may not understand the resolution semantics of the
underlying name space. The complexity of client implementations is reduced through
goplication of the following rules:

The forward dash character / * isalways interpreted as a separator for different
levelsin the name space hierarchy. No other character isinterpreted asa
separator.

Comparison is dways performed within the ASCII character set encoding of the
URI.

Characters describes as escaped, reserved and unreserved in RFC 2396 are dways
regarded as being so.

RFC 2396 defines rules for semantic equivalence of URIs. To smplify client
implementation the following forms of URI are differentiated:

A URI that specifies the default port explicitly isNOT equivaent to aURI that
specified the default port implicitly (i.e htt p: // site. t est/ isdidinct from
http://site.test: 80/).

Differentiating between explicitly and implicitly defined port numbers ensures that
lexica comparison is conggtent even though a client may not understand the resolution
semantics of a URL scheme,

Thefollowing forms of URI are never differentiated:

A URI that does end in aforward dash character ‘/ ’ isdirectly equivdent to the
same URI with a dash character appended at the end.

A URI inwhich a character is escgped is directly equivaent to onein which the
character is not escaped. Where more than one means of character escapeis
defined for the same character no digtinction is made on the basis of the escape
mechanism chosen.
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Applying these rules the following URIs are not differentiated.

http://site.test/ my+resource
http://site.test/ ny%0resource
http://site.test/ ny+resource/
http://site.test/ nmy%20resource

4.1.1 Lexical Comparison

Lexica inequdity operators (greater than, less than, equa to) are defined by applying
pair wise comparisons to successive un-escaped octets of each URI starting with the first
and ending with the last as follows:

Ifa=b="then A=B otherwise
Ifa=""thenA<B otherwise
Ifb=""thenA>B otherwise
Ifa>bthenA>B otherwise
Ifa<bthenA<B otherwise

a=Db?t “, thenext characters are compared

Examples: Applying the lexical comparison procedure defined above the following URIs
are presented in lexical order, least firgt:

http://ww. site.test/Al
http://ww.site.test/Al/ ¥%20aaa isequd to:
http://ww. site.test/Al/ +taaa
http://ww. site.test/Al/ aaaa
http://www. site.test/Al/zzzz
http://ww. site.test/ A2
http://ww. site.test/ A2/ aaaa
4.1.2 Superiority
A URI A hasthe property lexica superiority with respect to the URI B if and only if:
B=AM/""C o
B=A~C andA=D"'/"’
Where the symbol " represents string concatenation.

The symbol > is used to denote the relationship A is superior to Bas A > B.

24



Printed on Friday, January 05, 2001
Examples

The URI:

http://ww. site.test/Al
Islexicdly superior to the following URIs

http://ww. site.test/Al/ aaaa
http://www. site.test/Al/zzzz
http://ww. site.test/Al/ aaaal aaaa

It is not superior to the following URIs

http://ww. site.test: 80/ Al/ aaaa
http://ww. site.test/al/ aaaa
http://ww. site.test/

4.1.3 Membership of an Interval

A URI A issaid to be amember of theintervad X:Y if and only if:
A3 XandXE£Y
4.2 Ownership
Adminigrative ownership of an identifier is the power to bind semantics to thet identifier.

The Domain Name System provides a distributed means of defining administrative
ownership. The owner of thedomain namexyz. t est hasthe aility to configure
services such as mail, web and ftp to be bound to that name through configuration of the
DNS system.

URNSs permit other namespaces to be incorporated into the URI name space. Many
namespaces (e.g. ISBN) explicitly define the concept of namespace ownership.
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