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Executive Summary

The XML Trust Axiom Markup Language (XTAML) defines SAML Trust Assertions
that support the management of trust axioms. A trust axiom is analogous to a root

certificate in a certificate based PKI. An important application of trust axiomsis
managing the trust relationship between a client and a trust service.

XTAML islayered on the Security Assertion Markup Language (SAML). XTAML
defines statement elements for specifying axiomatic and delegate keys and for asserting
the validity status of another assertion. A new condition element is defined that makes the
validity status of an assertion dependent on online verification. Two new advice elements
are defined to allow an assertion to provide advice on the reissue of the assertion and for
issue of related assertions.

1 Introduction

This document describes mechanisms that support management of long-term trust
relationships between parties.

This specification is intended to complement other XML security standards and
proposals, in particular XML Signature XML-SG XML Encryption XMEENG XML Key
Management M3 and Security Assertion Markup Language SAMY.

1.1 Introduction to this Document

X-TAML supports management of Trust Axioms. A Trust Axiom defines a trust
relationship that is not dependent on the existence of any other trust relationship. A trust
axiom typically defines along-term trust relationship such as that embedded in client

devices. An important application of trust axioms is their use to establish a trust
relationship between a client and a Trust Service such as XKMS or SAML.

X-TAML provides a general mechanism for reporting assertion status. All assertions
carry a unique identifier specified by means of a URI. Meta- Assertions may be issued
that make specific claims about the status of a single assertion or a group of assertions.

1.2  Structure of this document
The remainder of this document describes the XTAML Specification.

Section 2: Architecture
The XTAML Architecture is described

Section 3: Message Set.
The syntax and semantics of the protocol messages is defined.
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2 Architecture

XTAML islayered on SAML and defines additional trust assertion elements to be
defined to support the following functions:

?? Declaration and delegation of trust axioms
?? Assertion Status Management
?? Online Verification Conditions

?? Assertion Issue and Reissue Advice

2.1  Trust Axiom Declaration and Delegation

A Trust Axiom defines a trust relationship that is not dependent on the existence of any
other trust relationship. A trust axiom typically defines along-term trust relationship and
isequivalent to a ‘root of trust’ in a certificate based PKI.

Every system of trust must ultimately be built on assertions that are accepted
axiomaticaly. In a certificate based PKI the trust axioms are one or more ‘roots of trust’

that are typically represented by a self signed digital certificate.

Compromise of atrust axiom is a serious matter with limited scope for mitigation. For
thisreason it is generally preferable that the private keys corresponding to widely
distributed trust axioms be maintained in highly secure facilities that do not have any
direct or indirect connection to any external network. Such an ‘offline key’ is typically
used for the sole purpose of signing periodic assertions that delegate authority to an
‘online key’.

2.1.1 Trust Axiom Declaration

A Trust Axiom declaration defines a key that is to be trusted axiomatically. A trust axiom
may constrain the use of delegation using the Maxi nunChai nLengt h attribute which
specifies the maximum length of a chain of delegation assertions that are to be considered
trustworthy.

Example: The following assertion states that the RSA key with the specified modulus
and exponent valuesis a trust axiom. The key may be used to sign two levels of key
delegation assertions below the axiomatic key. The assertion also contains advice that
indicates that a key delegation assertion shall be issued as described in section 2.4 below.

<?xm version="1.0" encodi ng="UTF-8"?>
<saml : Assertion
xm ns: xtam =" http://ww. xm trust center. org/schema/ xtam -01. xsd"
xm ns: ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#"
xm ns:sam ="http://ww. oasi s-
open.org/comittees/security/docs/draft-sstc-schem-assertion-18. xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema-i nst ance"
xsi :schemalLocati on="http://ww. xm trustcenter.org/schema/ xtam -
01. xsd xtam -01. xsd"
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Assertionl D="http://ww. xm trustcenter.org/xtamnm /2001-09-24/0112"
| ssuel nstant="2001- 09- 24T12: 01: 00Z"
| ssuer="http://ww. xm trustcenter.org/"
Maj or Ver si on="1" M nor Versi on="0">
<sam : Advi ce>
<xt am : | ssueAdvi ce
Schema="http://ww. xml trust cent er. org/ schema/ xt am - 01. xsd"
St at enent =" KeyDel egat i onSt at enent ">
<xtam : Location>http://ww. xm trustcenter.org/xtam /i ssue/ Mast er Key<
/ xtam : Locati on>
</ xtam : | ssueAdvi ce>
</ sam : Advi ce>
<xt am : Axi omat i cKeySt at ement >
<xtam : Axi omat i cKey>
<ds: Keyl nf o>
<ds: KeyNanme>Mast er Key</ ds: KeyNane>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>

<ds: Modul us>998/ T2PUNSHQ nhf 9YI Kd VHHGW Hk JwA56UDOaloYq
7Ef dxSXAi dr uAszNgBoQgf ar JI sf cVKLob1hGnQ | 6xw==</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ds: Keyl nf 0>
</ xt aml : Axi omat i cKey>
<xtam : Constrai nts Mxi nunmChai nLengt h="2"/>
</ xtam : Axi omat i cKeySt at enent >
</ sam : Assertion>

Note that the Offline Root does not specify a validity interval constraint. Although there
isarisk that the Offline Root might be compromised there is no means of mitigating the
consequences of the compromise or otherwise recovering from them except by out of
band means.

2.1.2 Key Delegation

X-TAML supports a limited delegation mechanism to support online/offline key
management. Delegation is ‘al or nothing’, that is the key towhich authority is delegated
is directly equivalent to the signing key for the period of the assertion. Constrained
delegation where the delegated key has signing authority within alimited name space,
corresponding to mutual key recognition agreements between peers (i.e. cross
certification) is NOT SUPPORTED.

A Delegation Assertion MUST be signed with a Digital Signature. The Keyl nf o
element contained within the Key Asser t i on must specify the KeyVal ue of the key
to which signing authority is delegated.

Aswith atrust axiom assertion, a key delegation assertion may constrain further
delegation using the Maxi nuntChai nLengt h attribute with the length of the chain
being measured from the Delegate key down. If multiple chain length constraints are
specified al must be satisfied.
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Example: The following example shows an assertion delegating signing authority from
the offline key described in section 2.1.1 above to an online signing key. The delegation
assertion does not permit any further delegation and is valid for one year. A new
delegation may be obtained before expiry from the location specified as described in
section 2.4 below.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<saml : Assertion
xm ns: xtam ="http://ww. xm trustcenter.org/schema/ xtam -01. xsd"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xml dsi g#"
xm ns: sam ="http://ww. oasi s-
open. org/ comm ttees/security/docs/draft-sstc-schenmm-assertion-18. xsd"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma-i nst ance"
xsi:schemalLocation="http://ww. xm trustcenter. org/schema/ xtan -
01. xsd xtam -01. xsd"
Assertionl D="http://ww. xm trustcenter.org/xtam /2001-09-24/0114"
| ssuel nstant="2001- 09-24T12: 01: 00Z"
| ssuer="http://ww. xm trustcenter.org/"
Maj or Ver si on="1" M nor Ver si on="0">
<saml : Condi ti ons
Not Bef or e=" 2001- 09- 24T12: 01: 00Z"
Not OnOr Af t er =" 2002- 09- 24T00: 00: 00Z" / >
<sanl : Advi ce>
<xt am : Rei ssueAdvi ce
Ear | i est="2002- 08-24T00: 00: 00Z" Latest="2002-09-23T00: 00: 00Z" >
<xtam : Location>http://ww. xm trustcenter.org/xtam /i ssue/ Mast er Key<
/ xtam : Locati on>
</ xt am : Rei ssueAdvi ce>
</ saml : Advi ce>
<xt aml : KeyDel egati onSt at enent >
<xtaml : Mast er Key>
<ds: Keyl nf o>
<ds: KeyNanme>Mast er Key</ ds: KeyNane>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>

<ds: Modul us>998/ T2PUN8HQ nhf 9YI KdMHHGW HkJWA56UDOaloYq
7Ef dxSXAi dr uAszNgBoQgf ar JI sf cVKLob1hGnQ | 6xw==</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ds: Keyl nf o>
</ xt aml : Mast er Key>
<xt aml : Del egat eKey >
<ds: Keyl nf o>
<ds: KeyNane>Del egat eKey</ ds: KeyNane>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>

<ds: Mbdul us>998AW59t wgnWAas35SszETWset 973w3t r kj sde9735
hkj aer f Owa5302qi h3r 0a8qw3j 0953r sdj f ag309850u==</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ds: Keyl nf o>
</ xt aml : Del egat eKey>
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<xtam : Constrai nts Maxi nuntChai nLengt h="0"/ >
</ xt am : KeyDel egat i onSt at enent >
</ saml : Assertion>

2.2  Assertion Status Management

XTAML allows assertions to make assertions about assertions. Such M eta- A ssertions
provide equivalent functionality to the Certificate Revocation List and Online Certificate
Status Protocols of PKIX.

XTAML supports two types of status query:
?? Querying the status of a statement made by an assertion
?? Querying the status of the assertion itself
The digtinction between the two types of query is not always material.

When liability insurance or other layered services are bound to an assertion thereis

however a considerable difference between repeating the question and asking if a
previous answer is il valid.

A second application of meta-assertions is distribution of assertion status information
between distribution points. Figure 1 shows an architecture in which Trust services acting
aslocal trust distribution points communicate with a Registration Service viathe Tier 4
protocol but support only tier 1 & 2 queries from end users.
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Figure 1: Distribution of Trust Data Between Distribution Points

A third application of meta-assertionsisto alert systems that have previously obtained an
assertion of a change in the status of an assertion they might otherwise continue to rely
on.

The Decl ar e Assertion is used to specify the status of a set of TASS assertions. The

Declare assertion is designed to permit the status of individual assertions or collections of
assertions to be specified.

The Declare assertion is designed to support both dynamic and static signing of
responses. Dynamic responses are signed in response to specific requests. Static
responses are signed in advance of any request and MAY anticipate multiple requests.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<saml : Assertion
xm ns: xtam =" http://ww. xm trust center. org/schema/ xtamn -01. xsd"
xm ns: ds="http:// ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns:sam ="http://ww. oasi s-
open.org/comittees/security/docs/draft-sstc-schem-assertion-18. xsd"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema-i nst ance"
xsi :schemaLocati on="http://ww. xm trustcenter.org/schema/ xtam -
01. xsd xtam -01. xsd"
Assertionl D="http://ww. xm trustcenter.org/xtam /2001-09-24/0124"
| ssuel nst ant="2001- 09- 24T12: 01: 00Z"
| ssuer="http://ww. xm trustcenter.org/"
Maj or Ver si on="1" M nor Versi on="0">
<saml : Condi ti ons
Not Bef or e="2001- 09- 24T12: 01: 00Z"
Not OnOr Af t er =" 2002- 09- 24T00: 00: 00Z" / >
<saml : Advi ce>
<xt am : Rei ssueAdvi ce

Ear|iest="2002- 08-24T00: 00: 00Z" Latest="2002-09-23T00: 00: 00Z" >

9
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<xtam : Location>http://ww. xml trustcenter.org/xtam /i ssue/ Mast er Key<
/ xtam : Locati on>
</ xt am : Rei ssueAdvi ce>
</ sanl : Advi ce>
<xtam : St at usSt at ement >
<xt am : Decl ar eSt at usRange
First="http://ww. xm trustcenter.org/xtamn/2001-09-24/0001"
Last="http://ww. xm trustcenter.org/xtam /2001-09-24/0123"
Term nal ="fal se" ValidityStatus="Valid"/>
<xt aml : Decl areSt at us
Assertionl D="http://ww.xm trustcenter.org/xtam /2001-09-24/0021"
Term nal ="true" ValidityStatus="Invalid"/>
<xt aml : Decl ar eSt at us
Assertionl D="http://ww. xm trustcenter.org/xtam /2001-09-24/0054"
Term nal ="true" ValidityStatus="Invalid"/>
</ xtam : St at usSt at enent >
</ sam : Assertion>

2.3 Online Verification Conditions

In certain circumstances it is desirable to make a claim that is conditional on obtaining
online verification at the time of use.

In many business applications where layered services (e.g. insurance) aretied to an
assertion it is not the information itself that is acted on but the acceptance of
responsibility. In other applications the status of an assertion might be exceptionally
volatile requiring verification each time it is used. Use of a template assertion means that
the statement is bound to a single assertion id rather than one for each query response.

For example the following assertion specifies that its status MUST be verified by
reference to the specified service to be considered trustworthy:

<?xm version="1.0" encodi ng="UTF-8"?>
<l-- edited with XM_ Spy v4.0 U beta 3.1 build Aug 27 2001
(http://ww. xm spy.com) by Phillip Hallam Baker (Phillip Hallam Baker)
co S
<saml : Assertion
xm ns: xtam ="http://ww. xm trustcenter.org/schenma/ xtam-01. xsd"
xm ns:ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#"
xm ns: sam ="http://ww. oasi s-open. org/conm ttees/security/docs/draft -
sstc-schemn- asserti on-18. xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocation="http://ww. xm trustcenter.org/schema/xtam -01. xsd
xtam - 01. xsd" Assertionl D="http://ww. xm trustcenter.org/xtam /2001-09-
24/ 0116" |ssuel nstant="2001- 09-24T12: 01: 00Z"
| ssuer="http://ww. xm trustcenter.org/" MajorVersion="1"
M nor Ver si on="0">

<saml : Condi ti ons>

<xtam : VerificationCondition>

<xtaml : Location>http://ww. xm trustcenter.org/xtam/issue/ Mast er Key<
/ xtam : Locati on>
</ xtam : VerificationCondition>
</ saml : Condi ti ons>
<xt am : Axi omat i cKeySt at ement >

1C
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<xtam : Axi omat i cKey>
<ds: Keyl nf 0>
<ds: KeyNanme>Mast er Key</ ds: KeyNane>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>

<ds: Modul us>998/ T2PUNBHQ nhf 9YI Kd VHHGW Hk JWA56UDOaloYq7Ef dx SXAi dr uAs
zNgBoOgf ar JI sf cVKLob1hGnQ | 6xw==</ds: Modul us >
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ xt aml : Axi omat i cKey>
<xtam : Constrai nts Mxi nunChai nLengt h="1"/>
</ xtam : Axi onat i cKeySt at enent >
</ saml : Assertion>

The actud status of the assertion is determined by means of the Tier4 status declaration
service.

24 Assertion Issue and Reissue Advice

Assertions may specify avalidity interval. Such an assertion is typically be reissued
before it expires. XTAML provides a mechanism whereby clients are informed of the
location(s) from which the reissued assertion SHOULD be available if it is reissued and
the earliest and latest times at which the assertion SHOULD be obtained.

For example the key delegation assertion described in section 2.1 states that it will be
reissued from a single locations on 8" August 2002 and will be available for a month:

<?xm version="1.0" encodi ng="UTF-8"?>
<sanl : Assertion
>
<sanl : Condi ti ons
Not Bef or e="2001- 09- 24T12: 01: 00Z"
Not OnOr Af t er =" 2002- 09- 24T00: 00: 002"/ >
<sanl : Advi ce>
<xt aml : Rei ssueAdvi ce
Earliest="2002- 08-24T00: 00: 00Z" Latest="2002-09-23T00: 00: 002" >
<xtam : Location>http://ww. xm trustcenter.org/xtam /i ssue/ Mast er Key<
/ xtam : Locati on>
</ xt am : Rei ssueAdvi ce>
</ sam : Advi ce>
<xt aml : KeyDel egat i onSt at enent >

</ xt am : KeyDel egati onSt at enent >
</ sam : Assertion>

Clients SHOULD attempt to avoid overloading reissue servers that would occur if they
scheduled the download of the reissued assertion for the earliest moment it is available.
This MAY be achieved by scheduling the download at a randomly chosen instant
between the earliest and latest time instant specified.

11
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Assertions may also contain advice that describes the issue of arelated assertion. For
example the axiomatic key assertion described in section 2.1 statesthat a corresponding
key delegation assertion is issued from a single location with a given schema and
statement element:

<?xm version="1.0" encodi ng="UTF-8"?>
<saml : Assertion
>
<sanl : Advi ce>
<xt am : | ssueAdvi ce
Schema="http://ww. xml trust cent er. org/ schema/ xt am - 01. xsd"
St at enent =" KeyDel egat i onSt at enent " >
<xtam : Location>http://ww. xm trustcenter.org/xtam /i ssue/ Mast er Key<
/ xtam : Locati on>
</ xtam : | ssueAdvi ce>
</ sam : Advi ce>
<xt am : Axi omat i cKeySt at ement >

</ xtam : Axi omat i cKeySt at ement >
</ sam : Assertion>

3 Syntax

3.1 Namespace
In this document, certain namespace prefixes represent specific XML namespaces.

All SAML protocol elements are defined using XML schema!*M"-Schemall(XML-SchemaZ] o
clarity unqualified elements in schema definitions are in the XML schema namespace:

xm ns="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena"

References to XML Trust Axiom Markup Language schema defined herein use the prefix
xt aml : and are in the namespace:

xm ns: xtam =" http://ww. xrm trustcenter.org/schema/ xtam -01. xsd"

References to Security Assertion Markup Language schema use the prefix sam : and
are in the namespace:

xm ns: sam ="http://ww. oasi s-

open. org/conmittees/security/docs/draft-sstc-schema-assertion-
18. xsd"

The SAML and XTAML schema specifications use some elements aready defined in the
XML Signature namespace. The “XML Signature namespace” is represented by the
prefix ds and is declared as.

xm ns:ds="http://ww. w3. org/ 2000/ 09/ xml dsi g#"

The “XML Signature schema’ is defined in [XML-SIG] and the <ds: Keyl nf 0>
element (and al of its contents) are defined in [XML-SIG] §4.4.

12
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The following schema specifies the schema namespaces:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<l-- edited with XM_ Spy v3.5 NT (http://ww. xm spy. con) by Phil
Hal | am Baker (VeriSign Inc.) -->
<schemn
t arget Nanmespace="http://ww. xm trust cent er. or g/ schema/ xt anml -01. xsd"
xm ns: ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#"
xm ns:sam ="http://ww. oasi s-
open. org/ comm ttees/security/docs/draft-sstc-schenmm-assertion-18. xsd"
xm ns: xtam =" http://ww. xm trustcenter.org/schema/ xtamn -01. xsd"
xm ns="http://ww. w3. org/ 2001/ XM_Schema"
el enent For mDef aul t ="unqual i fi ed">
<i mport nanespace="http://ww. oasi s-
open. org/ comm ttees/security/docs/draft-sstc-schenmm-assertion-18. xsd"
schemalLocati on="draft - sstc- schena-assertion-18. xsd"/>
<i mport nanespace="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
schemaLocat i on="xm dsi g- core-schenma. xsd"/ >
<annot ati on>
<docunent ati on>xt am -01. xsd</docunent ati on>
</ annot ati on>

3.1.1 Basic Types

Thetype Val i di t ySt at usType specifies the vaidity status of an assertion:

Valid
The assertion is valid.

Invalid
The assertion is invalid.

| ndet erm nat e
The validity of the assertion cannot be determined.

The following schema definesthe <Val i di t ySt at usType> element:

<l-- ValidityStatusType -->
<si npl eType nanme="Val i ditySt atusType" >
<restriction base="string">
<enuneration val ue="Vvalid"/>
<enuneration value="Invalid"/>
<enuner ati on val ue="I| ndet erm nate"/>
</restriction>
</ si npl eType>

3.2 Key Management
3.2.1 Element: <Axi onat i cKeySt at enent >

The<KeyDel egat i onSt at enent > element contains the following elements:
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<Axi omat i cKey> [Required]
The<Axi omat i cKey> element specifies the key that is to provide an axiom of
trust.

<Const r ai nt s>[Required]
The<Const r ai nt s> element specifies constraints on the use of the key as an
axiom of trust.

The following schema defines the <Axi omat i cKey St at enent > element:

<!-- Axiomati cKeyStatenment -->
<el ement nane="Axi omati cKeySt at enent"
type="xt anl : Axi omat i cKeySt at enent Type"
substitutionG oup="sanl : St at ement"/ >
<conpl exType nane=" Axi omat i cKeySt at enent Type" >
<conpl exCont ent >
<ext ensi on base="sanl : St at enent Abst ract Type" >
<sequence>
<el ement ref="xtam : Axi omati cKey"/ >
<el ement ref="xtaml : Constrai nts"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.2.2 Element: <KeyDel egati onSt at enent >
The<KeyDel egat i onSt at ement > element contains the following elements:

<Mast er Key> [Required]

The<Mast er Key> element specifies the trusted key from which trust is being
del egated.

<Del egat eKey>[Required]
The <Del egat eKey> element specifies the key to which trust is being
delegated.

<Const r ai nt s>[Required]

The <Const r ai nt s> element specifies constraints on the use of the key as an
axiom of trust.

14
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The following schema defines the <KeyDel egat i onSt at enent > element:

<! -- KeyDel egati onSt at enent -- >
<el ement nane="KeyDel egati onSt at ement "
type="xt aml : KeyDel egat i onSt at ement Type"
substitutionG oup="sanl : St at enent"/ >
<conpl exType nanme="KeyDel egati onSt at enment Type" >
<conpl exCont ent >
<ext ensi on base="sanl : St at enent Abstract Type" >
<sequence>
<el ement ref="xtam : MasterKey"/>
<el ement ref="xtamn : Del egat eKey"/ >
<el ement ref="xtaml : Constrai nts"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.2.3 Constraints
The <Const r ai nt s> element contains the following attribute:

Maxi mumChai nLengt h [Optional]
The Maxi munmChai nLengt h attribute specifies the maximum number of
delegations that are permitted benesth the specified key. If the value of
Maxi mumChai nLengt h is negative or zero delegation is not permitted.

The following schema defines the <Const r ai nt s> element:

<l-- Constraints -->
<el ement name="Constraints" type="xtam : ConstraintsType"/>
<conpl exType nane="ConstraintsType">

<attribute name="Maxi munChai nLength" type="integer"/>
</ conpl exType>

3.24 Elements <Axi omat i cKey>, <Mast er Key> and <Del egat eKey>

The <Axi omat i cKey>, <Mast er Key > and<Del egat eKey> elements are of
KeyBi ndi ngType and contain the following element:

<ds: Keyl nf o> [Any Number]
The<ds: Keyl nf 0> element specifies the cryptographic key.
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The following schema defines the <Axi onmat i cKey>, <Mast er Key>and
<Del egat eKey> elements:
<! -- KeyBi ndi ngType -->
<el ement nanme="Axi omati cKey" type="xtanl : KeyBi ndi ngType"/>
<el enment nanme="Mast er Key" type="xtam : KeyBi ndi ngType"/ >
<el ement name="Del egat eKey" type="xtam : KeyBi ndi ngType"/>
<conpl exType nane="KeyBi ndi ngType" >
<sequence>
<el ement ref="ds: Keyl nfo"/>
</ sequence>
</ conpl exType>

3.3  Validity Status Management

The <St at us St at enent > element asserts the validity of an assertion identified by a
URI asfollows:

?? A Decl ar e structure matchesa URI if and only if the URI is greater or equal to
the attribute First and less than or equal to the value Last.

?? A Decl ar e structure is terminal if the value of the Terminal attribute is true.

?? Thevalidity asserted by a Decl ar e structureis Val i d if the value of the
Val i d attributeis True and | nval i d otherwise.

3.3.1 Element: <St at usSt at enrent >
The<St at us St at enent > element contains the following elementsin any order:

<Decl ar eSt at us>[Any Number]
The<Decl ar eSt at us> element declares the vaidity status of asingle
assertion.

<Decl ar eSt at usRange> [Any Number]
The<Decl ar eSt at usRange> element declares the validity status of arange
of assertions.

The following schema defines the <St at us St at enent > element:

<l-- StatusStatenent -->
<el ement nane="St at usSt at enent "
type="xtanl : St at usSt at enent Type"
substitutionG oup="sanl : Statenent"/>
<conpl exType nane=" St at usSt at ement Type" >
<conpl exCont ent >
<ext ensi on base="sanl : St at enent Abstract Type" >
<choi ce m nCccurs="0" maxOccur s="unbounded" >
<el ement ref="xtaml : Decl areStatus"/>
<el ement ref="xtam :Decl areSt at usRange"/ >
</ choi ce>
</ ext ensi on>
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</ conpl exCont ent >
</ conpl exType>

3.3.2 Element:; <Decl ar eSt at us>

The<Decl ar eSt at usRange> element contains the following attributes:

Asserti onl D[Required]
The declaration matches an assertion if and only if its assertion identifier is equal
to the value of the Asser t i onl Dattribute.

Val i di t ySt at us [Required]
If the declaration matches the assertion, the provisional status value is replaced
with the value of the Val i di t ySt at us attribute.

Ter m nal [Required]
TheTer m nal attribute specifies the processing behavior when amatch is
found. If the value of terminal is true processing of the declaration list terminates
if the declaration matches, otherwise processing continues.

The following schema defines the <Decl ar eSt at us > element:

<! -- Decl areSt at us-->
<el ement nanme="Decl areStatus" type="xtamnl : Decl areStatusType"/>
<conpl exType nane="Decl ar eSt at usType" >
<attribute nanme="ValidityStatus"
type="xtam : Val i dityStatusType"/>
<attribute name="Assertionl D' type="anyURl "/ >
<attribute name="Term nal" type="bool ean"/>
</ conpl exType>

3.3.3 Element <Decl ar eSt at usRange >
The<Decl ar eSt at usRange> element contains the following attributes:

Fi r st [Optional] and Last [Optional]
A declaration matches an assertion if and only if its assertion identifier is greater
than or equal to the value of the Fi r st attribute and less than or equal to the
vaue of the Last attribute.

Val i di t ySt at us [Required]
If the declaration matches the assertion, the provisional status value is replaced
with the value of the Val i di t ySt at us attribute.

Ter m nal [Required]
The Ter m nal attribute specifies the processing behavior when amatch is
found. If the value of terminal is true processing of the declaration list terminates
if the declaration matches, otherwise processing continues.

17
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The following schema defines the <Decl ar eSt at usRange> element:

<! -- Decl ar eSt at usRange-- >
<el ement nane="Decl ar eSt at usRange"
type="xt anl : Decl ar eSt at usRangeType"/ >
<conpl exType nane="Decl ar eSt at usRangeType" >
<attribute nanme="ValidityStatus"
type="xtam : Val i di tyStatusType"/>
<attribute name="First" type="anyURI"/>
<attribute name="Last" type="anyURI"/>
<attribute name="Term nal" type="bool ean"/>
</ conpl exType>

34 Online Verification Condition

34.1 Element: <Verificati onCondition>
The<Veri ficati onCondi ti on>eement contains the following element:

<Locat i on>[Any Number]
The<Locat i on> element specifies the location from which the assertion will
be issued.

The following schema definesthe <Ver i fi cat i onCondi t i on>element:

<l-- Verification Condition -->
<el ement nane="Verificati onCondition"
type="xtam : Verificati onConditionType"
substitutionG oup="sanl : Condition"/>
<conpl exType nane="VerificationConditionType">
<conpl exCont ent >
<sequence>
<el ement ref="xtam :Location"
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exCont ent >
</ conpl exType>

35 Reissue & Issue Advice

3.5.1 Element: <Rei ssueAdvi ce>
The <Rei ssueAdvi ce > element contains the following elements and attributes:
Earl i est [Required]

TheEar | i est attribute specifies the earliest time instant at which a client
should attempt to obtain the assertion.

Lat est [Required]

TheLat est attribute specifies the latest time instant at which a client should
attempt to obtain the assertion.

18
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<Locat i on>[Any Number]
The<Locat i on> element specifies the location from which the assertion will
be issued.

The following schema defines the <Rei ssueAdvi ce> element:

<!-- Reissue Advice -->
<el ement nane="Rei ssueAdvi ce" type="xtanl : Rei ssueAdvi ceType"
substituti onG oup="sanl : Advi ceEl enent"/ >
<conpl exType nane="Rei ssueAdvi ceType" >
<conpl exCont ent >
<ext ensi on base="sanl : Advi ceAbstract Type" >
<sequence>
<el enent ref="xtanl : Locati on"
m nCccur s="0" maxCOccur s="unbounded"/ >
</ sequence>
<attribute name="Earliest" type="dateTime"/>
<attribute name="Latest" type="dateTi me"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement nanme="Location" type="anyURl "/>

3.5.2 Element <l ssueAdvi ce>

The<l| ssueAdvi ce> element contains all the elements and attributes of a
<Rei ssueAdvi ce> element and adds the following attributes:

Schenma [Optional]
The Schemma attribute specifies the SAML extension schema of the issued
assertion. If the schema attribute is omitted the default is the SAML schema.

St at enent [Required]
The St at enent attribute specifies the statement element of the issued assertion.

The following schema defines the <l ssueAdvi ce> element:

<l-- Issue Advice -->
<el ement nane="1ssueAdvi ce" type="xtaml :|ssueAdvi ceType"
substituti onG oup="sanl : Advi ceEl enent "/ >
<conpl exType nane="I|ssueAdvi ceType" >
<conpl exCont ent >
<ext ensi on base="xtam : Rei ssueAdvi ceType" >
<attribute name="Schemn" type="anyURI"/>
<attribute name="Statenent" type="string"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ schema>
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Appendix A Collected Syntax

The XTAML schema elements are collected below. In the case of a discrepancy the
collected schema is authoritative.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<schemn
target Nanmespace="http://ww. xm trust cent er. or g/ schema/ xt anm -01. xsd"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xnl dsi g#"
xm ns: sam ="http://ww. oasi s-
open. org/comri ttees/security/docs/draft-sstc-schema- assertion-18. xsd"
xm ns: xtam ="http://ww. xm trustcenter.org/schema/xtam -01. xsd"
xm ns="http://ww. w3. org/ 2001/ XM_Schema"
el enent For mDef aul t ="unqual i fi ed">
<i mport nanespace="http://ww. oasi s-
open. org/ comm ttees/security/docs/draft-sstc-schenmn-assertion-18. xsd"
schemalLocati on="draft - sstc-schena-assertion-18. xsd"/>
<i mport nanespace="http://ww.w3. org/ 2000/ 09/ xm dsi g#"
schemaLocat i on="xm dsi g- core-schema. xsd"/ >
<annot ati on>
<docunent ati on>xt am -01. xsd</docunent ati on>
</ annot ati on>
<l-- ValidityStatusType -->
<si npl eType nanme="ValidityStatusType">
<restriction base="string">
<enuneration val ue="Valid"/>
<enuneration value="Invalid"/>
<enuneration val ue="Indet erni nate"/>
</restriction>
</ si npl eType>
<!-- Axi omati cKeyStatenment -->
<el ement nane="Axi omati cKeySt at enent"
type="xt anl : Axi omat i cKeySt at enent Type"
substituti onG oup="sanl : St atenent"/ >
<conpl exType nane="Axi omat i cKeySt at ement Type" >
<conpl exCont ent >
<ext ensi on base="sam : St at ement Abst ract Type" >
<sequence>
<el ement ref="xtam : Axi omat i cKey"/ >
<el ement ref="xtam : Constraints"/>
</ sequence>
</ extensi on>
</ conpl exCont ent >
</ conpl exType>
<! -- KeyDel egati onSt at enent -->
<el ement nane="KeyDel egati onSt at ement "
type="xt anl : KeyDel egati onSt atenent Type"
substituti onG oup="sanl : St at ement"/ >
<conpl exType nane="KeyDel egati onSt at enent Type" >
<conpl exCont ent >
<ext ensi on base="samnl : St at ement Abst ract Type" >
<sequence>
<el ement ref="xtanl : Mast er Key"/ >
<el ement ref="xtanl : Del egat eKey"/ >
<el ement ref="xtam : Constrai nts"/>
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</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<!-- Constraints -->
<el ement nanme="Constrai nts" type="xtam : Constrai ntsType"/>
<conpl exType nane="ConstraintsType">
<attribute name="Maxi mumChai nLengt h" type="integer"/>
</ conpl exType>
<l -- KeyBi ndi ngType -->
<el ement nanme="Axi omati cKey" type="xtamnl : KeyBi ndi ngType"/>
<el ement nane="Mast er Key" type="xtam : KeyBi ndi ngType"/ >
<el ement nanme="Del egat eKey" type="xtam : KeyBi ndi ngType"/ >
<conpl exType nane="KeyBi ndi ngType" >
<sequence>
<el ement ref="ds: Keylnfo"/>
</ sequence>
</ conpl exType>
<l-- StatusStatenment -->
<el ement nane="StatusStatenent” type="xtam : StatusStatenmentType"
substitutionG oup="sanl : St at ement"/ >
<conpl exType nane="St at usSt at ement Type" >
<conpl exCont ent >
<ext ensi on base="sanl : St at enent Abstract Type" >
<sequence>
<el ement ref="xtaml : Decl are"
m nCccur s="0" maxOccur s="unbounded"/ >
</ sequence>
</ extensi on>
</ conpl exCont ent >
</ conpl exType>
<l -- DeclareStatus-->
<el enment nanme="Decl areStatus" type="xtanl : Decl areStatusType"/>
<conpl exType nane="Decl areSt at usType" >
<attribute nanme="ValidityStatus"
type="xtaml : Val i dityStatusType"/>
<attribute name="Assertionl D' type="anyURl "/ >
<attribute name="Term nal" type="bool ean"/>
</ conpl exType>
<! -- Decl ar eSt at usRange-->
<el ement nane="Decl ar eSt at usRange"
type="xtamnl : Decl ar eSt at usRangeType"/ >
<conpl exType nane="Decl ar eSt at usRangeType" >
<attribute name="ValidityStatus"
type="xtam : Val i dityStatusType"/>
<attribute name="First" type="anyURI"/>
<attribute name="Last" type="anyURI"/>
<attribute name="Term nal" type="bool ean"/>
</ conpl exType>
<l-- Verification Condition -->
<el enent nanme="VerificationCondition"
type="xtam : VerificationConditionType"
substituti onG oup="sam : Condi tion"/>
<conpl exType nane="VerificationConditionType">
<conpl exCont ent >
<ext ensi on base="samnl : St at ement Abst ract Type" >
<sequence>
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<el ement ref="xtam : Location"
m nCccur s="0" maxOccur s="unbounded"/ >
</ sequence>
</ extensi on>
</ conpl exCont ent >
</ conpl exType>
<!-- Reissue Advice -->
<el ement nane="Rei ssueAdvi ce" type="xtanl : Rei ssueAdvi ceType"
substituti onG oup="sanl : Advi ceEl enent"/ >
<conpl exType nane="Rei ssueAdvi ceType" >
<conpl exCont ent >
<ext ensi on base="sanl : Advi ceAbstract Type" >
<sequence>
<el enent ref="xtanl : Locati on"
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
<attribute name="Earliest" type="dateTi nme"/>
<attribute name="Latest" type="dateTi me"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enment nanme="Location" type="anyURl "/>
</ schema>
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