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1 Executive Summary

Security Services Markup Language (S2ML) isaset of XML schemas and interfaces for
security services. S2ML provides a standard description of authentication and
authorization as XML request and response pairs. There are awide range of
authentication technologies in use, such as, login-password, SSL, Digita Signing,
Kerberos, Smart Cards etc. There are dso many frameworks for authorization including
ACLs, Capahilities, Java Authorization Mode etc. A mgor design god for S2ML isto
provide asingle syntax within which a broad class of authentication and authorization
techniques can be expressed and used.

S2ML identifies two key schemas --- Name Assertions and Entitlements --- that provide a
foundation for sharing security artifacts on the internet. Traditiondly, security has been
viewed in the context of atransaction that is entirdly contained within asingle enterprise.
Increasingly, transactions, whether driven by users or document flow, may authenticate at
aporta or marketplace and complete through interactions at other Sites. Authentication,
authorization and entitlement information required to complete or enable atransaction

may originate from many sSites and be interpreted at other Sites.

The following XML schemas and security interfaces are described in this document:

NameAssertion: the result of successful authentication isadigitaly sgned XML
assartion describing the authentication type, user and authenticator.

Entitlement: isadigitdly signed XML assertion consigting of a ™ “portable’’ package
of authorization data created by an issuing authority concerning an authenticated
subject.

Authentication: An AuthRequest document contains credentials; the result of
authentication is an AuthResponse document containing a NameAssertion and may
adsoinclude Entitlements

Authorization: An AzRequest document contains an NameAssertion, zero or more
Entitlements and an authorization Question; the AzResponse document contains an
Answer and may dso include Entitlements.

Audit, based on logging and andysis of security-related data, is akey requirement in
security systems. S2ML supports audit by including information in schemas, which may
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be used to establish sequencing rel ationships between requests, responses, name
assertions and entitlements over long time periods.

2 Introduction

This document describes schemas for Name Assertions, Entitlement Assertions aswell as
a XML-based request-response protocol for two security services: authentication and
authorization. The protocol consists of requests and response pairs of XML documents

for each service.

2.1 Structure of this document

The remainder of this document describes S2ML, the Security Service Markup
Language.

Section 3: Use Cases
B2B and B2C Use Cases are described.

Section 4: Architecture
The S2ML architecture is described.

Section 5: Message Set.
The semantics of the protocol messages is defined.
Section 6: Bindings
Bindingsfor HTTP, MIME, SOAP and ebXML are described.

Section 7; Conformance

3 S2ML Use Case Scenarios

S2ML can be usad in environments where transactions are driven by users or services.
3.1 Scenario #1: User-Driven Transactions

Companies need away to securely share user information as users travel across trusted
partner Stes. Theinformation to be shared through single sgn-on includes
authentication, authorization, and profile. In thismodel, each partner ste hasits own
security infrastructure. In addition to a business relationship, we assume that partners
have established atrust relaionship.

A typicd example of a user-driven transaction environment is alarge bank and its
partners such as travel agencies, a401K management company, payment services, etc. In
this case, a user logs on to the large bank and can seamlesdy visit the large bank’ s partner
Stes without having to re-authenticate.
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Another typica user-driven transaction environment can include an Application Service
Provider (ASP) aggregator that provides its users with seamless accessto dl the ASPs
part of its trusted relaionship.

In user-driven transaction environments, identity assertions can travel with the user in
various ways, typically using cookies or HTTP headers.

In the following example, users are able to vist SiteA and SiteB seamlesdy.
(1) User logson to SiteA and identifies herself to access SiteA’ s protected resources.

(2) Basad on the information provided at log-in time by the user, SteA generates an
S2ML-based assertions including entitlements. S2ML assertions may be generated
through the use of a S2ML conformant security engine, or, by components that
transform the output of existing security enginesto S2ML.

(3) User clickson alink to aresource located at, and protected by, SiteB.

(4) User isdlowed into SiteB without having to re-authenticate (informeation about the
S2ML security token travels with the user asa HTTP header.) The information about
the user authenticated at SiteA together with the entitlements from SiteA isused to
complete the transaction. SiteB may aso query SiteA about the user’ s authorizations.
Thus authorization information may be both ““pushed” from A to B, and “pulled” on
an as-needed basis by B from A.

@ . Trusted Relationship
SiteA b——m———
@ S2ML @
Security Engine
Users 4@ SiteB
S2ML

Security Engine
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3.2 Scenario #2: Service-Driven Transactions

A typicd example is multiple exchange environments asillustrated in the following
figure. Inthismodd, it is assumed thet the buyer and supplier sides have atrusted

relationship.
This example scenario focuses on sharing authorization entitlements between ExchangeA
and ExchangeB.

Buyer Supplier

)

U5

ebXML, SOAP, RMI, multi-part MIME
>

©

O,

HTTPS, SMTP, JMS, FTP, MSMQ, etc.
S2ML < > S2ML

Security Engine Security Engine

(1) Thebuyer (anindividud or abuying entity) pushes the XML document to
ExchangeA. The document includes credentids, e.g., name/ pwd, etc. (credentids
can dternatively be discovered at the trangport level.)

(2) ExchangeA authenticates the user based on credentials, and inserts aname assertion
(subject description) and entitlements (for example, credit andyssinformation) into
the document. ExchangeA can optiondly remove the credentids from the document.

(3) The message is sent to ExchangeB using any messaging framework (SOAP, ebXML,
RMI, multi-part MIME, RosettaNet, etc.) over any transport protocol (HTTPS,
SMTP, IMS, FTP, MSMQ, IBMMQ, etc.)

(4) ExchangeB checks the entitlements (credit andyssinformation in this example)
againg policies stored in the security engine. If additiona authorization information
is needed, exchange B may “"pull’’ that information from A.

(5) Basad on the credit analysis information, the document is pushed to the gppropriate

supplier Sde, such as one that accepts arisk level matching the credit rating found in
the provided credit analyss informetion.
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3.3 Scenario #3: Hosted Services

In this scenario, enterprises can subscribe to remote authentication and authorization
services and they can access these services through S2ML. Remote authentication and
authorization services are hogsted at different sites and are completely distinct. Enterprises
manage their own user and policy data at the hosted service.

Authentication
Service

Authorization
Service

EnterpriseB
Resources

@ Userl User2 @

(1) Userllogson to EnterpriseA.
(2) Userl isauthenticated by EnterpriseA using remote authentication service,
(3) User2 logs on to EnterpriseB.

(4) User2 isauthenticated by EnterpriseB using the same remote authentication service
used in (2).

(5) Userl and User2 access services (i.e., business processes) at EnterpriseA and
EnterpriseB. For example, a user may need specific authorization to make a purchase.

4 Architecture

We assume that one or more computationa entities or actors are utilizing security
services. Examples of actors include gpplication servers, gpplication programs, security
sarvices, transport and message-leve interceptors etc. Various subjects, such as end-
users, programs, actors and documents interact with the actors so asto carry out some
computationa process. The actors utilize security services through S2ML interfaces to
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ensure that the desired computationa processes are secured.

Name assertions and entitlement assertions dlow actors to share authentication,
authorization and entitlement information. Actors insert name assertions and entitlements
into transaction flows utilizing one or more bindings. Actors complete computationd
processes based on scrutinizing assertions and determing their vaidity; either by directly
checking assartion vdidity or indirectly by caling out to an authorization engine.

S2ML places no restriction on the location, cardindity and structure of actors (and
security services); the only restriction placed isthat each actor MUST have aunique
name (URI). All URIs used within this specification refer to absolute URIs.

| nteraction between actors, and between actors and security services, involve someform
of trangport such as TCP, HTTP, SMTP, etc. Further, such an interaction may aso
involve a messaging framework such as SOAP or RMI. It isagoa for S2ML isto be
transport and messaging framework neutral and to be useable with awide variety of
trangports and messaging frameworks.

The interaction between actors, and between actors and security services, takes place in
the context of atrust-relationship. In addition, depending upon the environment, there
may aso be a privacy requirement requiring the use of data encryption.

The S2ML specification distinguishes between the minimum security required for
assartions versus those for security services. Name assertions and entitlements are
“portable’ pieces of information, which may travel across the internet and be scrutinized
and checked for vdidity far from their point of origin. Therefore, they MUST be signed
using the framework described in the [ XML DSIG] specification. It isimportant to note
that [XML DSIG] supports both using secret-key (e.g., HMAC) or public-key sgning.
When the XML encryption specifications are available, additiond infra- sructure will be
developed within S2ML to support dement-levd privacy of assartions. In the interim,
other standard technologies for privacy may be used.

In contrast to assertions, security services are defined by a point-to-point request-
response protocol whose functioning is much more locadized. Therefore, thereisno
mandatory recommendation for use of [XML DSIG]. It is recommended that standard
technologies for trust and encryption be used, such as those based on:

(1) secret key encryption and signing [RC4, HMAC],
(2) transport-based security (SSL),
(3) XML digitd signature, secret key or public key, XML encryption modds

(4) SMIME 2 and 3.
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4.1 Name Assertions and Entitlements
Both types of assertion carry the following information:
The st of audiences to which the assertion is addressed
|ssuer identification.
A unique identifier.
Time of issuance and duration of assertion vaidity.
Datarelated to authentication (Name Assertion) or authorization (Entitlement).

XML Digita sgnature which cryptographically binds issuer identity to atributes
of the assertion.

A Name Assertion describes a successful authentication step:

<NaneAsserti on>
<Thi s>ur n: aut hEngi ne32: xsde12</ Thi s>
<l ssuer >ht t p: / / ww, sonmeconpany. comi aut hEngi ne32</ | ssuer >
<Dat e>2000- 10—26T12: 34: 120- 05: 00</ Dat >
<Audi ences>ur n: al | _sonmeconpany_ser ver s</ Audi ences>
<Aut hDat a>
<Aut hType>Logi n</ Aut hType>
<l dent i t yToken>x12+21def qa$3#</ | dent i t yToken>
</ Aut hDat a>
<DSIGsignature>. . . </DSl G signature>
</ NarreAsser ti on>

The name assertion above indicates that actor
http://ww. someconpany. com aut hEngi ne32

authenticated a subject, at 12:34:120 EST on the 16" of October, 2000. The assertion is
scoped viathe <Audi ences> congruct as directed to a certain class of actors. Elements
within <Aut hDat a> provide detalls about the authentication act: in this case, the

subject provided a password and user-name, and the issuer has provided an identity

token.

An entitlement assertion represents a statement made by an actor concerning an
authenticated subject. For example, a server within the finance department in an
enterprise may indicate a partner’ s payment status using the following XML fragment:

<Enti tl enent >
<Thi s>ur n: fi nanceDepar t nent : 129del12</ Thi s>
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<l ssuer >ht t p: / / wwv. someconpany. cond f i nance/ AzEngi ne</ | ssuer >
<Dat €>2000- 10—26T12: 34: 120- 05: 00</ Dat >
<Audi ences>urn: al | _someconpany_partners urn:all _| ocal _servers</Audi ences>
<Validitylnterval >
<Not Bef or e>2000- 10—26T19: 34: 120- 05: 00</ Not Bef or e>
<Not Af t er >2000- 10—26T20: 34: 120- 05: 00</ Not Af t er >
</Validitylnterval >
<DependsOn>ur n: aut hEngi ne32: xsdel2</ Dependsnh>
<AzDat a>
<SC Payment Record xm ns: SC="htt p: // ns. fi nance- vocab. or g/ fi nance” >
<SC Tot al Due>19280. 76</ SC Tot al Due>
<SC. Over 60Days>1200. 00</ SC. Over 60Days>
<SC Qver 90Days>10000. 00</ SC. Qver 90Days>
</ SC. Paynent Recor d>
</ AzDat a>
<DSIGsignature>. . . </DSl G signature>
</Entitl enment >

In the course of completing some transaction, such an entitlement will be scrutinized by
one or more actors (business applications) and the transactions eventua outcome may be
contingent on the vdidity of the scrutinized entitlements.

The vocabulary (dements and atributes) used to communicate entitlement data within an
<Az Dat a> dement lie outsde the scope of this specification. An entitlement mudt cite
or depend on a name assertion. An entitlement is dways a composite assertion and
should be read as a conjunction of name assertion and entitlement.

Name Assertion

f
DependsOn
|

“Profile’ “ Session” “Payment
Status’

Entitlements

Relationship between Name Assertions and Entitlements
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4.2 Authentication (Auth) and Authorization (Az) Services

Typicdly, authentication services and authorization services are implemented and
managed separatdy and thisisthe modd developed in S2ML. From apractica point of
view, there may be requirements wherein authentication and authorization need to be
combined in asingle sep. This may be seen as a compostion of the S2ML authentication
and authorization steps.

Policy

Credentials Name Assertion
Entitlement*
AuthReguest AuthResponse

In S2ML, authentication is defined as a service which consumes subject credentias and,
if successful, returns a name assertion and zero or more entitlements appropriate to the
subject. The name assertion is a description of the subject based on vaid credentids at a
certain point in time. Any entitlements returned from the authentication service, provide
additional information about the subject, such as profile information or asesson
description.

Congder the following authentication request: an actor has created an <Aut hRequest >
message containing login credentid's obtained from a subject. The request includes a
unique identifier. The credentials may have been obtained by the actor in avariety of
different ways: direct interaction with a user, extracted from a document etc.
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<Aut hRequest >
<Thi s>ur n: JavaSer vl et Pl ugl nRequest : 988</ Thi s>
<Dat €>2000- 11—36T11: 34: 120- 05: 00</ Dat e>
<O edenti al s>
<Logi n>
<Nane>SoneUser </ Narme>
<Passwor d>aSecr et </ Passwor d>

</ Logi n>
</ Oedential s>
</ Aut hRequest >

S2ML 1.0 describes schemas for four types of credentias (Section 5.3.5): no credentidls,
login, X509 certificates and Public Keys. The<Cr edent i al s> dement dso permits

the use of foreign namespaces through the use of the <Any > dement. This may be used
as the means for extension to other authentication schemes.

The authentication engine responds with an <Aut hResponse> message if
authentication succeeds, the message includes a name assertion describing the
authentication type and subject attributes.

<Aut hResponse>
<Thi s>ur n: Mai nAut hSer ver : 0981</ Thi s>
<Dat €>2000- 11-26T12: 34: 120- 05: 00</ Dat e>
<Request >ur n: JavaSer vl et Pl ugl nRequest : 988</ Request >
<Resul t >Success</ Resul t >
<NaneAsserti on>
<Thi s>ur n: aut hEngi ne32: xsdel2</ Thi s>
<l ssuer >ht t p: / / ww soneconpany. coni aut hEngi ne32</ | ssuer >
<Dat €>2000- 11-36T12: 36: 120- 05: 00</ Dat >
<Audi ences>ur n: al | _soneconpany_ser ver s</ Audi ences>
<Validitylnterval >
<Nbt Bef or e>2000- 11-26T19: 34: 120- 05: 00</ Not Bef or e>
<Not Af t er >2000- 11—26T20: 34: 120- 05: 00</ Not Af t er >
</Val i ditylnterval >
<Aut hDat a>
<Aut hType>Logi n</ Aut hType>
<User Handl e>
<D rect or y>XJN B</ D r ect ory>
<X509. DN\>ui d=bj ensen, ou=peopl e, dc=ai ri us, dc=conx/ X509. D\>
</ User Handl e>
</ Aut hDat a>
<DSl G signature> . . </ DSl G signature>
</ NaneAsserti on>
</ Aut hResponse>

S2ML 1.0 provides schemas for four types of subject attributes (Section 5.3.6) which
may be contained withinan <Aut hDat a> dement:
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<User Handl e> dement, condgting of a gring user-store name and an X.509
Didingushed name string,

<l dentit yToken> dement, consging of agtring,
X509 Certificate,
Public Keys.

The<Aut hDat a> dement aso permits the use of foreign namespaces through the use

of the <Any > dement. Thismay be used as the means for extension to other forms of
subject description.

Policy

Name Assertion Answer
Entitlement* Entitlement*
Question
AzResponse
AzRequest

Authorization is a central concept in S2ML. Providing a description for authorization
requires distinguishing between the basic information flow in authorization versus the
exiging variety of specific authorization modds, including those based on ACLs,
Capabilities, Java Authorization modd, Rules-based models, etc. For all of these cases,
however, it is possible to develop a mode based on information flow:

An authorization question is posed, in the context of an authenticated subject. This
can take many formsasin:

Can user X access resource R?

OR
Can user X withdraw $10,000 from account A?
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Sometimes, there may be additiona information available about user X, such asthe
user’s profile. In such a case, the authorization question is scoped by the user identity
AND the entitlements specifying the user profile.

The authorization engine responds with an Answer :

Yes, user X may access resource R.
OR
Yes, user X may withdraw $10,000 from account A.

Such an answer may just have local scope, inthat it is used immediately at the point
of enforcement and then discarded. More broadly, however, there may dso be
components to the answer which are meaningful to other gpplications, such asthe
entitlements:

The locator number for user X for accessng R is 17865X.
User X isaplatinum-class account holder with over $100,000 in funds.

Our gpproach to the diversity of authorization moddsisto usea<Az Model > attribute
forthe<Quest i on> and <Answer > dement which binds the contents of these
dements to a specific authorization model. The <Az Model > attribute takesa URI vaue.

S2ML describes only one particular authorization model with URI:
http://az.s2ml.org/SmpleAz

Thismode describes a class of authorization questions of the form:
VERB Resource

modd (e.g., GET http://Mmww.somecompany.com/index.html) and answers of the form
success orfailure.

Authorization services MAY implement one or more authorization models, each will
have its own vocabulary and associated Az Model URI. An AzMbdel error MUST be
returned by an authorization service, if aquestion drawn from an unknown Az Model is
presented inan AzRequest dement. An authorization service SHOULD implemert
the SmpleAz modd in addition to any other implemented models.

An AzRequest MUST include an name assertion and MAY  include one or more
entitlements. An AzRequest MUST include a <Question> element.
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<AzRequest >
<Thi s>ur n: | nt er cept or 1AzRequest : 988</ Thi s>
<Dat €>2000- 10—26T12: 34: 120- 05: 00</ Dat e>
<NaneAssertion> . . </ NanmeAssertion>
<Question AzMbdel ="http://az.s2nm . org/ S npl eAz” >
<Resour ceCont ext >
<Met hod>ur n: GET</ Met hod>
<Resour ce>ht t p: // waw: nyser ver . cond i ndex. ht mt </ Resour ce>
</ Resour ceCont ext >
</ Quest i on>
</ AzRequest >

An<AzResponse> MUST contain an answer dement and MAY contain one or more
entittements. The<Answer > eement contains a response to the authorization question
posedin <AzRequest >. Oneor more entitlements may be returned from an
authorization request; for example, when a user is authorized to access a commerce
gpplication, the user’ s locator number and payment status may be returned within an
entitlement.

<AzResponse>
<Thi s>ur n; Gener al Pur poseAzEngi ne: 908a</ Thi s>
<Request >ur n: | nt er cept or 1AzRequest : 988</ Request >
<Dat €>2000- 10—26T12: 34: 120- 05: 00</ Dat e>
<Entitlenent> . . </Entitlenent>
<Answer AzMbdel ="http://az.s2n.org/ S npl eAz” >

<Resul t >Success</ Resul t >
</ Answer >
</ AzResponse>

4.3 Assertion Validity

Scrutinizing actors will need to determine the validity of both name assartions and
entitlements. Vdidity is defined in the context of business relaionship with the issuer and
security policiesin place a the actor scrutinizing the assertion. Minimaly, the following
conditions MUST be evaluated by an actor scrutinizing as assertion:

1. Theissuer istrusted by the actor,
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2. |ssuer digitd sgnatureisvdid at time of scrutiny and binds to required eementsin
the assartion,

3. Thetime period for which the assertion is being scrutinized must lie within the time
period specified by the<Val i di t yl nt er val > dement.

4. The business relationship between the actor and issuer references at least one of the
<Audi ence> dements,

A compound assertion (entitlement) isvdid iff it meets the above rules AND the cited
name assartion is vaid.

4.3.1 Audience Restriction

Assartions MAY be addressed to a specific audience. Although a party that is outside the
audience specified is cgpable of drawing conclusions from an assertion, the issuer
explicitly makes no representation as to accuracy or trustworthiness to such a party.

Require users of an assertion to agree to pecific terms (rule book, liability caps,
relying party agreement)

Prevent clientsinadvertently relying on datathat does not provide a sufficient
warranty for a particular purpose

Enable sdle of per-transaction insurance services.

An audience isidentified by a URI that identifies to adocumert that describes the terms
and conditions of audience membership.

Each actor is configured with a set of URIs that identify the audiences that the actor isa
member of, for example:

http://cp.verisign.test/cps-2000
Client accepts the VeriSign Certification Practices Statement

http://rul e. bi zexchange. test/bi zexchange_r uebook
Client accepts the provisions of the bizexchange rule book.

An assertion MAY specify a set of audiences to which the assertion is addressed. If the
st of audiencesis the empty set there is no restriction and all audiences are addressed.

4.4  Scope and Limitations

Itisnot agoa for S2ML to propose any new cryptographic technologies or models for
security; instead, emphasisis placed on description and use of well known security
technologies utilizing a tandard syntax (markup language) in the context of the internet.
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This document does not describe services or markup for security services such as norr
repudiation. These are considered to be outside the scope of S2ML 1.0.

Authentication methods in S2ML 1.0 are limited to login, based on name and password,
vaidation of X509v3 certificates and public keys.

Chdlenge-response authentication protocols are outside the scope of S2ML 1.0.

Protocols for crestion and management of user sessons are outside the scope of S2ML
1.0.

5 Message Set

5.1 URI Naming Infrastructure

The S2ML Architecture makes extensive use of URIsto identify assertions, actors and
audiences. The use of aURI as an object identifier isasuperset from the use of aURI as
an object locator. S2ML introduces objects such as audiences and authorization roles that
carry distinct semantics even though there is no means of locating or even resolving

them. Appendix B describes rules for URI equality.

5.2 Common Syntax

The following data d emerts are used in the message set:
521 This

TheThi s dement specifies aunique labe for the assertion by meansof aURI. Itis
defined by the following XML schema

<el enent name="Thi s" type="uri Ref erence"/>

5.2.2 | ssuer

Thel ssuer eement specifies the issuer of the assertion by meansof aURI. Itis
defined by the following XML schema:

<el ement nane="Issuer" type="uri Ref erence"/>

523 Validitylnterval

TheVal i di tyl nt er val dructure specifies limits on the vaidity of the assertion.

<conpl exType nane="Val i dityl nterval ">
<al | >
<el enent name="Not Bef ore" type="tinelnstant” m nCQccurs="0" />
<el enent nane="Not After" type="tinelnstant" mnQccurs="0" />
</all>
</ conpl exType>
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Member Type Description

Not Bef or e ti mel nstant  Timeindant a which the vaidity intervd
begins

Not Af t er timel nstant  Timeindant after which the vdidity
interval has ended

TheNot Bef or e and Not Af t er dementsare optiond. If the valueis either omitted or
equd to the start of the epoch it is unspecified. If the Not Bef or e dement is unspecified
the assartion is vaid from the start of the epoch until the Not Af t er dement. If the

Not Af t er dement is unspecified the assartion isvalid from the Not Bef or e dement
with no expiry. If neither dement is specified the assertion isvdid at any time.

All time ingtances SHOULD beinterpreted in Universal Coordinated Time unlessthe
parties concerned have agreed in advance to use a different time standard.
Implementations MUST NOT generate time instances that specify legp seconds.

For purposes of comparison thetimeinterval Not Bef or e to Not Af t er beginsat the
earliest time ingtant competible with the specification of Not Bef or e and has ended
after the earliest time ingtant compeatible with the specification of Not Af t er .

For example if thetime interva specifiedisdayT12: 03: 02 todayT12: 05: 12 the
times12: 03: 02. 00 and12: 05: 12. 9999 aewithinthetimeintervd. Thetime
12: 05: 12. 0001 isoutddethetimeinterva.

5.2.4 DateTine Date

The DateTime ingant MUST fully specify the date.

<el enent nane="Date" type="tinelnstant"/>
5.2.5 Audi ences

TheAudi ences dement pecifiesa sat of audiencesto which the assartionis
addressed. The dement is defined by the following XML schema

<si npl eType name="listf Wri Ref s”">
<list itemlype="uri Reference”>
</ si npl eType>

<el enent nane="Audi ences" type="IlistCf Ui Refs">

Confidential 1€



Draft Version 0.7a: November 16, 2000

5.2.6 DependsOn uriReference

The Depends On dement alows an assertion to refer to or cite another assertion,
thereby forming a compound assertion. A compound assartion isvdid if only if each
component assertion isvalid.

<el enent nane="Depends" type=“uri Ref erence"/>

5.2.7 Request

The request dement is used as part of the response structure to track the URI of the

request object.

<el enent nane="Request" type="uri Ref erence"/>

5.2.8 ResultCode

The enumerated type Resul t Code isused to return result codes from each interface. It
has the following possible vaues:

Success

The operation succeeded.

Fai l ure

The operation failed for unspecified reasons.

Resul t Code isdefined as.

<si npl eType name="Resul t Code" base="stri ng">
<enuner at i on val ue="Success"/ >
<enuneration val ue="Failure"/>

</ si npl eType>

5.3 Aut hentication

5.3.1 NaneAssertion

<el enment nane="NaneAsserti on">

<conpl exType>
<al | >
<el enent
<el enent
<el enent
<el enent
<el enent
<el enent
<el enent
</all>
</ conpl exType>
</ el enent >
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Identifier Type Description

Thi s URI Assartion identifier. MUST be
present.
MUST satisfy the uniqueness
property

| ssuer URI

Dat e timel nst ant Timeindant of issue

Aut hDat a Information generated by
authentication step.

Validitylnterval Validitylnterval Optiond

Audi ences Optiona

DSI G si gnat ure Enveloped digitd sgnature binding

issuer identity to required assertion
attributes

5.3.2 Request Message

The following schema defines the request message:

<el ement name=" Aut hRequest " >
<conpl exType>
<al |l >
<el enent ref
<el enent ref
<el enent ref
<fall>
</ conpl exType>
</ el enent >

“Thi s”/>
“Tine”/ >
“Credential s"/>

5.3.3 Response Message

The following schema defines the response message:

<el enent nane="Aut hResponse" >
<conpl exType>
<sequence>

<elenent ref = “This"/>
<elenent ref = "Tine"/>
<el enent ref = “Request”/>

<el enent nane = “Result” type="Resul t Code”/>

<el ement ref
<el enent ref
</ sequence>
</ conpl exType>
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</ el enent >

The <r equest > dement containsthe unique identifier of the<Aut hRequest >
element for which this<Aut hResponse> dement has been created.

5.3.4 Login

The Login dement must contain a name and password pair; it may aso contain an
optiona redm or domain eement.

<el enent nane="Logi n”>
<al | >
<el enent nane="Nane” type="string"/>
<el enent nane="Password” type="string’/>
<el enent nane="Domai n” type="string” m nQccurs="0"/>
</all>
</ conpl exType>
</ el enent >

5.3.5 Credentials

TheCr edent i al s dement may contain any one of four sandard dements, or an
dement derived from a namespace other than S2ML. The Nocr eds dement indicates
that no credentials are being provided.

<el ement name="C edenti al s">
<conpl exType>
<choi ce>
<el enent ref ="Login"/>
<el enent ref="DS G X5090at a”/ >
<el enent ref="DS G KeyVal ue”/ >
<any namnespace="##ot her”/>
<el enent Nocreds/ >
</ choi ce>
</ conpl exType>
</ el ement >
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5.3.6 Aut hDat a

The Aut hDat a eement encodes the result of a successful authenticetion step. The
Aut hType dement describes the type of credentials that presented for authentication.
Credentias are mapped into one of four sandard forms. User Handl e,

| denti tyToken, DSI G X509Dat a, DSI G KeyVal ue.

<el enent nane="Aut hDat a" >
<conpl exType>
<sequence>
<el ement ref = “AuthType”>
<choi ce>
<el enent ref “User Handl e”/ >
<el enent ref “ldentityToken”>
<el enent ref= “DSI G X5090at a”/ >
<el enent ref="DS G KeyVal ue”/ >
<any nanespace= “##ot her”/>
</ choi ce>
<sequence>
</ conpl exType>
</ el enent >

5.3.7 AuthType

<el ement nanme="Aut hType" >
<conpl exType>
<choi ce>
<si npl et ype base="stri ng”>
<enuner ati on val ue="Logi n"/>
<enuner ati on val ue="Nocreds"/ >
<enuner ati on val ue="X5090at a"/ >
<enuner ati on val ue="KeyVal ue” />
</ si npl eType>
<any nanespace= “##ot her”/>
</ choi ce>
</ conpl exType>
</ el enent >
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5.3.8 UserHandle

Element User Handl e represents the case wherein credentials are mapped to an entry
within adirectory or user store. Element X509. DN MUST take the form of an X.509
Digtinguished Name [ X.509], for example:

uid=bjensen,ou=people,dc=airius,dc=com

<el enent nane=" User Handl e” >
<conpl exType>
<al |l >
<el ement nane
<el ement nane

“Drectory” type = “string” />
“X509. DN' type = “string” />

</all>
</ conpl exType>
</ el enent >

5.3.9 ldentityToken

<el enent nane="I|dentityToken” type="string”/>

5.4 Aut horization

541 Entitl enment

The Entitlement (Assertion) dement

<el enment nane="Entitl enent” >
<conpl exType>

<al | >
<el ement nane ref ="This"/>
<el enent nane ref ="|ssuer”/>
<el ement nane ref = “Date”/>
<el ement nane ref = “Audi ences” m nCccurs="0"/>
<el enent nane ref = “Depends”>

<el ement nane ref ="AzData” />
<el ement name="Validitylnterval” type="Validitylnterval” mnQccurs="0"/>
<el ement nane ref = “DSI G signature” />
</all>
</ conpl exType>
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Where the schema e ements have the following use:

Identifier Type Description

Thi s String Assertion identifier. MUST be
present.
MUST satisfy the uniqueness
property

Dat e ti mel nst ant Timeingant of issue

| ssuer uri Ref

DependsOn uri Ref Link to Name Assertion

Validitylnterval Validitylnterval Optiona
Audi ences Optiona

DSI G si gnature Enveloped digitd Sgnature binding
issuer identity to assertion attributes

5.4.2 Request Message

The following schema defines the request message:

<el enent nane="AzRequest ">
<conpl exType>
<sequence>

<element ref = “This"/>

<elenent ref = “Tinme"/>

<el enent ref = “NaneAssertion”’/>
<el enent ref = “Question”/>

<el enent ref “Entitlenment” m nCccurs="0" naxQccur s=" unbounded”/ >
</ sequence>
</ conpl exType>

</ el enent >

5.4.3 Response Message

The following schema defines the response message:

<el enent nane="AzResponse" >
<conpl exType>
<sequence>
<elenent ref = “This"/>
<elenent ref = “Tine"/>
<el ement nane="Request” type="uri Ref”/>
<el ement nane ref = “Answer”/>
<el ement nane ref = “entitlenent” mnQcurs="0" naxCccur s=" unbounded” />
</ sequence>
</ conpl exType>
</ el enent >
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5.4.4 Resour ceCont ext

<el enent nane="Resour ceCont ext " >
<conpl exType>
<al | >
<el ement nane="Resource" type="uri Ref erence"/>
<el ement nane="Met hod" type="uri Ref erence"/>
</all>
</ conpl exType>
</ el enent >

Where the sub-€dements have the following meaning

November 16, 2000

| dentifier Type Description
Resource URI Resource Name
Met hod URI Verb

5.4.5 AzDat a

<el emrent name="AzDat a">
<conpl exType>
<al | >
<any namespace="##ot her”/>
</all>
</ conpl exType>
</ el enent >

5.4.6 Question

<el enent nane="Question">
<conpl exType>

<choi ce>
<el ement ref = “Resour ceCont ext” >
<any namespace="##ot her”/>

</ choi ce>

<attribute nane="AzMdel " type="uriRef” />
</ conpl exType>
</ el enent >

5.4.7 Answer

<el erent name="Answer ">
<conpl exType>
<al | >
<el enent name="Resul t" type="Resul t Code"/ >
<any namespace="##ot her”/ >
<all >
<attribute name="AzMdel " type="uri Ref” />
</ conpl exType>
</ el enent >
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6 Binding

6.1 HTTP Binding

In many user-driven scenarios there is a need to communicate security information

through HT TP headers as discussed in [User-driven Use-Caseg]. In such a case, assertions
originating from one Site may need to be communicated to another ste through HTTP
headers. As S2ML assertions may be of variable sze and HTTP headers are strongly size
congtrained, this specification describes a system in which unambiguous references to
S2ML assertions are conveyed through HT TP headers. Using such references sites may
retrieve S2ML assertions from other Sites through means that lie outside the scope of this
Specification.

The S2MLheader HTTP header follows the standard HT TP header format asin
[RFC2068].

S2M.header “ : “ <encrypt ed- payl oad>

The encrypted payload is comprised of areference to asingle assertion. The payload is
condructed in the following manner:

20 octets: Sender Description Digest A 20-byte SHA1 hash of the Sender URI
20 octets: Message Digest A 20-byte SHA1 hash of contents of <Thi s> dement of an
assertion.

The payload is encrypted using 128-bit secret key encryption based on the US AES
standard.

The encrypting and decrypting cipher isthe AES(*) cipher in CBC mode with 128- bit
blocks. Encryption and decryption will use a congtant initialization vector of 16 zero
bytes. The input to the cipher isaset of three 16-byte blocks formatted from the
following concatenated blocks:

4 bytes r andom header

20 bytes nessage di gest val ue

20 bytes sender description digest val ue

4 bytes reserved, nust be set to 0, 0, 0, 1
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The three 16-byte blocks that are output from the AES-CBC-128 cipher form a48-byte
message.

The sending site will store and manage atable of assertions for which references have
been exported outsde the Site. The table is indexed by the Message Digest dement of
each assertion. The recalving Ste will decrypt and verify the S2ML header payloads.
Based upon the sender description digest, it will contact the sending site and “ pull” the
relevant assertions.

(*) At thetime of this proposd, the selection of Rijndadl asthe AES cipher isnot yet
finalized by NIST.

Security of cipher congtruction

Using digest values for the Sender URI and M essage fields serves two distinct purposes.
The primary purpose isto creste aunique handle for these fidds, where it is not feasible
for anyone to congtruct another field vaue that hashes to the same digest vdue. The
SHA1 hash function is suitable to achieve this cryptographic property. The secondary
purpose of the digest value is as a database lookup key. SHA1 is certainly more than
sufficient for this purpose.

A standard cryptographic envelope using a 128-bit key would expand the message by at
least 32 bytes, including a 16-byte initidization vector (1V) and a 16-byte message
authentication code. 1n contrast, our cipher congtruction is optimized to save afew bytes,
at the expense of some (perhaps torturous) analysis. The cipher text isonly 8 bytes larger
than the clear text, where 4 bytes act as a crude message authenticator, and another 4
bytes act as a smple message obfuscator. While this congtruction does give us full 128-
bit privacy protection, it does not strongly authenticate the message, nor does it strongly
guarantee that two identica plain texts won't appear as equa. Therest of this section
explans why we can "get away" with this

We have no compelling need for strong message authentication, because it isimpossible
to create avalid forged message through cipher-text manipulation. Thisis guaranteed
because our plaintext conssts only of cryptographic digests.

Smilarly, while we enjoy the benefits of 128-bit message privacy, we have no
particularly strong need to prevent enemies from detecting that two enciphered messages
correspond to identical plaintext. Sure wed like to hide this fact, but if one can tel with
aonein 232 chance that two plaintexts are equa, thisis not amgor threat. Simple
traffic andysswill dmost certainly pose a much gregter threat.

So, of the 8 extra bytes, 4 are set to zero, and used to provide aweak form of message
authentication, which islargely used to detect accidenta corruption. Another 4 bytes are
used to provide arandom message | D, which provides for areasonable level of
information hiding in this gpplication.
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Note that of the two digest vaues, we place the message digest firgt, snce it will be
varying much more than the Sender URI digest, and thus offer added protection against
an enemy occasiondly noticing that two messages are the same. If the Sender URI was
positioned firgt, one might see with a /232 chance, that two different messages came
from the same sender, regardless of the whether the message itsalf was distinct.

Also note that the value of the last byteis"1" to be compatible with sandard message
padding schemes (=== name them), which require at least one padding byte to be present.

6.2 MIME Binding

MIME and particularly Multipart-MIME are very commonly used in XML messaging
systems. Hence, a S2ZML document instance can be packaged into various MIME based
enveloping schemes, including SMIME which supports multipart/signed content types.

The purpose of the following discussion is to specify how S2ML documents instances
can be gpplied into aMIME messaging protocol. However, this discussion is
independent of the specific MIME messaging protocol used. Our viewpoint is that the
S2ML MIME binding should provide a reasonable “default” binding for messaging based
on MIME packaging. Individual messaging frameworks may provide more specific ways
to include S2ML fragments and assertions.

Hence, in the process of this discussion we note what is required and what is optiona
from the standpoint of conggtently publishing, processing, and incorporating S2ML
documents into a MIME message processing system, e.g., used in a B2B messaging
protocol.

Requirementsfor Multipart MIME Packaging
- Useof multipart/mixed

S2ML documents such a Credentid, Identity Assertions, and Entitlement
can be packaged usng MIME multipart/related into asingle MIME package. This
security document can be included into a multipart/mixed envelope asaMIME
part or as an attachment;

- Encryption

The S2ML document may be optiondly encrypted if SMIME enveloping (is
employed) using application/pkcs7-mime content-type. E.g., the Credential
document that includes logn password may need to be protected over insecure
trangports. Entitlement information may also need to be protected if it is being
processed over multiple sites over varying transport protocols.
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- Signed S2ML Documents

Since XML DSig will be employed to sgn and endorse the S2ML document
ingtance, it is not required that S2ML partsin aMIME envelope be
additionaly sgned.

Logical Schema for Packaging S2ML in a MIME Message
6.1.1 MIME Header

Header Description
Component

Header attributes | MIME Message Header properties

6.1.2 S/MIME Message Top-level Signature Block

Thereis aneed to package the message payload and the S2ML Security Documents that
have been created as aresult of asuccessful validation of the message originator and/or
the message. The specific packaging structure is beyond the scope of S2ML specification
snce it depends on the messaging protocol. However, in all messaging protocol cases,
we want to make sure that the business document(s) (i.e., message payload) is linked with
the S2ML security assertions generated by the security serviice provider.. Thereare a
number of ways this can be accomplished and the corrrect packaging approach depends
on the specific messaging protocol employed.
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Here we demongtrate an example of packaging the S2ML Security Documents Block
with the message payload via atop-level message Sgnature generated over the
multipart/related S2ML Security Documents and message payload parts.

Signature Component Description

Sgnature Generated using the private sgnature key of the
some trusted party (and/or message over both the
S2ML Security Documents Block and the message
payload. The purpose of the outer signature isto
ensure that the Name assertion and any
entitlements associated with message originator

are combined with the origina message payload
such that no intermediary party can replace the
origina S2ML security properties

(e.g., during message tranamissions) with afdse
set of S2ML documents. Note: This Sgnature
block may be optiona for some messaging
protocols since 1) their will be transmission
security (e.g., SSL) and 2) their will be asignature
on each S2ML document by atrusted security
provider that authenticates the message which may
be sufficient in some messaging apps.

Sgnature Format multipart/signed

Public Certificate Chain | The public certificate corresponding to the end-
entity thet is sgning the message containing both
the S2ML Security Documents and origina
messege payload. Thefirg certificate in the chain
isthe actud public identity of the originating
party; the rest of the chain dements are used to
establish trust . e.g., trusted third party CA.

6.1.3 S2ML Security Documents Block

The message authentication service provider will typicaly generate one or more S2ML
documents which will represent the following types of security information:

- goplication authentication information, i.e., Credentid of the message
originator
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- authenticated identity of the message originator, i.e., name assertions
created/endorsed by atrusted security service provider;

- entitlements associated with the message originator, e.g., access rights or
membership domain that are validated/endorsed by a security service
provider;

The Credentia document is dways created and included into MIME message package by
the message oroginating party. The Name assertion and any entitlements are included

into the MIME message by atrusted security service provider that manages
authentication and authorizations services. The messaging application will package these
elements together into a multipart/mixed part of the MIME message envelope such that:

- NameAssertions Linked with Entitlement (REQUIRED)

Name assartion document is dways linked with their corresponding one or
more Entitlement

assertions documents;
- S2ML Security Documents Block isProtected  (OPTIONAL)

Signing the S2ML security block will ensure that this part is not tampered
with; for example, to ensure that none of the entitlement documents are
discarded. Thiswill be highly useful if there is no transmission+leve security
and/or there are multiple message processing parties involved in the B2B
transaction.

S2M L Description
Component

Credential/Name | The S2ML document instance (of content type
Assertion/Entitlem | text/xml) ispart of a multipart/mixed message part.

ents
Multipart/mixed
Content Type
Encrypted S2ML The S2ML document instance will be optiondly
Envelope encrypted with the public key of the receiving
party.

The resulting packaged in an application/pkcs7-
Content Type mime envelope layer.
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Signed and The S2ML Security Documents Block may dso
encrypted S2ML optiondly be sgned. Note: The entity Sgning the
documents S2ML Security Document block maybe digtinct

from the entities that have Sgned the name and
entitlement assertions. E.g., this Sgnature may be
the messaging gpplication that uses the security
servicesthat validated/created the S2ML
documents.

The resulting MIME content type application/pkcs?

Content Type signature.

6.1.3.1 Example of S2ML Security Documents Block
Mul ti part/M XED; ,,,,; boundary="XXXXXXXXX"
- XXXXXXXXX XXX XX
Name- Asserti on Docunment
- XXXXXXXX XXX XX
Enti tl ement - Docunent #1
- TXXXXXXXXXXXX X
Entitl ement - Docunent #1
- TXXXXXXXX XXX XX

6.1.4 Encrypted/Signed Payload Block

Payload Description

Component

Payload Payload components refer to the primary
component message body.

Encrypted Payload | The payload will be optionally packaged in an
Enveope application/pkcs7-mime envelope layer.

Signed and The payload can also optionally be signed and the

encrypted payload resulting envelopeis of the MIME content type
application/pkcs7-signature
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6.2 ebXML Binding
TBD

6.3 SOAP Binding

Binding Notes:

- It is up to the gpplication about whether the 'mustUnderstand’ attribute will be applied to
the headers.

- It isup to the gpplication about whether the 'Actor’ attribute will be applied to the
headers.

- All entriesin the Header MUST be namespace qualified (requirement of SOAP 1.1)

- Until XML encryption standard becomes available, no standard technique is available to
precisaly to encrypt the S2ML headers. However, the entire SOAP message can be
placed in MIME packaging and SMIME technology utilized for encryption.

* Passing around ldentityAssertion and Entitlenment:

<soap- env: Envel ope
xm ns: soap-env="http://schemas. xm soap. or g/ soap/ envel ope/"
soap- env: encodi ngStyl e="http://schemas. xml soap. or g/ soap/ encodi ng/ ">

<soap- env: Header >
<s2m : NanmeAssertion xmns:s2m ="http://ns.s2m .org/ S2M." [ >
<s2m :Entitlement xmns:s2m ="http://ns.s2m .org/ S2M." [ >
<s2m :Entitlement xmns:s2m ="http://ns.s2m .org/ S2M." [ >
</ soap- env: Header >

<soap- env: Body>
<nessage_payl oad/ >
</ soap- env: Body>

</ soap-env: Envel ope>

7 Conformance

Four levds of conformance are defined:

1. A security sysemisaconsumer of S2ML it can provide authorization decisons
based on name assertions and entitlements generated elsewhere.

2. A security service which isa S2ML consumer may aso provide an S2ML conformant
authorization service. Thistype of service cannot creste any entitlements, but can
read name assartions and entitlements (Read-only S2M L Az) and determine their
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valicity.

3. A security sysem isaconsumer and producer of S2ML if it can both produce and
consume name assertions and entitlements.

4. A security sysem which isa S2ML consumer-producer may also provide a S2ML
conformant authentication or authorization service (S2ML Auth, S2ZML Read-Write
A2).
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Appendix A URI Equality: Lexical Comparison

The equdity function used on URIsis drictly lexicd and are gpplied without reference to
the semantics of the underlying URI name space. The rulesfor lexica comparison of

URIs described here differ in some respects to the rules for semantic equivalence of URIs
specified in RFC 2396 [RFC2396)].

Use of lexica comparison functions ensures that the comparison functions are defined
even though the gpplication may not understand the resol ution semantics of the

underlying name space. The complexity of client implementations is reduced through
application of the following rules:

The forward dash character ‘/ ’ isalways interpreted as a separator for different
levelsin the name space hierarchy. No other character isinterpreted asa
Separator.

Comparison is aways performed within the ASCII character set encoding of the
URI.

Characters describes as escaped, reserved and unreserved in RFC 2396 are dways
regarded as being so.

RFC 2396 defines rules for semantic equivalence of URIs. To smplify client
implementation the following forms of URI are differentiated:

A URI that specifies the default port explicitly isNOT equivaent to a URI that
specified the default port implicitly (i.e htt p: // site. t est/ isdidinct from
http://site.test:80/).

Differentiating between explicitly and implicitly defined port numbers ensures that
lexical comparison is condstent even though aclient may not understand the resolution
semantics of a URL scheme,

Thefollowing forms of URI are never differentiated:

A URI that does end in aforward dash character */ ’ is directly equivaent to the
same URI with a dash character appended at the end.

A URI inwhich a character is escgped is directly equivaent to onein which the
character is not escaped. Where more than one means of character escapeis
defined for the same character no digtinction is made on the basis of the escape
mechanism chosen.

Applying these rules the following URIs are not differentiated.

http://site.test/ ny+resource
http://site.test/ ny%20resource
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http://site.test/ ny+resource/
http://site.test/ny%20resource
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Appendix B: Securing a Multi-Step Transaction

In this example, we follow a multi-step transaction which may involve one or more
enterprises. A subject isinteracting with a commerce engine so as to complete some
bus ness transaction. The commerce engine further interacts with finance and fulfillment
servers for sub-parts of the transaction. Each server may be located in a different
enterprise or within a different adminigrative areawithin asingle enterprise. A single
remote Aut h server is utilized for authentication; multiple authorization servers are

utilized for checking subject authorization.

Security Services

Auth Azl AZ2

AZ3
@ @ @
A

/ <Name Assertion> J

<Entitlement> /

Subject e /
@ — @ /
<Name Assertion> I

Commerce <Entitlement>
Server > @ Fulfillment

___________________.>
A

\\
~

. Actors

— Transaction Flow

---p  S2ML Request - Response

WORK THROUGH THE FLOW ---- TBD
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Appendix D Legal Notices

Copyright
© All S2ML participants as called out in Netegrity S2ML MOU.
Intellectual Property Statement

Neither the authors of this document, nor their companies take any position regarding the
vaidity or scope of any intellectua property or other rights that might be claimed to
pertain to the implementation or use of the technology described in this document or the
extent to which any license under such rights might or might not be avallable; neither do
they represent that they have made any effort to identify any such rights.

Disclaimer

This document and the information contained herein is provided on an "ASIS' bass and
THE AUTHORS AND THEIR COMPANIES DISCLAIM ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY
THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
RIGHTSOR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE.
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